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1. INTRODUCTION

1.1 PURPOSE

Epi Info™ Web Analytics & Visualization is an open source project in the popular
Epi Info™ suite of tools. The web product can be deployed in Microsoft Azure
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environment and will provide analytical and visualization capability for large public
health datasets hosted in Microsoft Azure environment. The product also provides
a collection of relevant public health related tools that can be used by
Epidemiologists or other public health professionals to analyze data.

1.2 AUDIENCE

The audience for this document includes system administrators, database
administrators, and information technology personnel who will be configuring the
system on web and database servers.

The person creating and configuring the database should have full administrative
access to the database server and rights and privileges to create a database,
create database users, and grant access to the database.

2. SYSTEM DESCRIPTION

2.1 KEY FEATURES

The Epi Info™ Web Analytics & Visualization system enables the following
functionalities on the web:

- Dashboard functionality on Web: Provides Epi Info™ 7 dashboard-like
functionality, enabling users to use gadgets, charts and calculators via the Web.

- Admin tools: Provides the means for administrators to create users, control user
access, create connections to different data sources, and in some cases, create
more organizations.

0 Role-based access to application features: Application features
available to a user are determined by their role which is one of super
administrator, administrator and user.

o Encapsulated working environment: Users from one organization can
work on data sources in isolation from other groups.

o Creation of data sources: Admins have authority to create data sources
for the users.

- Capability of Saving/Opening Canvas: Users can save canvases with selected
gadgets, data sources and layouts; then open them later in the previously saved
state.

2.2 INVENTORY

The deployment package consists of a compressed folder structure having three
sub folders namely: Database, Application and Documents. The database scripts
are present in the Database folder. All files needed for deployment of the web
product are provided in Application folder. All the documentation for the web
product is present in Documents folder.
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2.3 ENVIRONMENT

Below is a list of hardware and software requirements, and operational activities
needed for the deployment of the Epi Info™ Web Analytics & Visualization system:

Hardware:

o Web server: A Microsoft Azure Virtual Server with Windows server
2008/2008 R2 /2012/2012 R2

o Database server: Only needed if Meta database is configured on a SQL
Server on a Windows Server 2008/2008 R2/2012/2012 R2 virtual machine
in Microsoft Azure cloud.

Note: The system is designed to do all the processing and computations on the
server. You will have to plan for server capacity both for Web Server and
Database server depending on several factors including number of user expected
to use the system, kind of reporting to be performed and the size of data sources
you plan to use.

Software:
o On Microsoft Azure Virtual Server acting as the Web server:

= Internet Information Services (1IS) 7.0 or higher
= .NET 4.0/4.5
= Microsoft Silverlight 5.0 (optional)

o Database server

= No software needed if meta database is created as a SQL
Database on Microsoft Azure SQL Databases Server

= No software needed if data sources are configured as Mobile
Service databases or as SQL Database on Microsoft Azure

= SQL Server 2008/2008 R2/2012/2012 R2 database on Microsoft
Azure SQL Server virtual machine if data sources are hosted on an
independent virtual machine.

o Client
= Microsoft Silverlight 5.0 runtime

o0 SMTP Server
=  Provide the name of an SMTP service such as GMAIL etc.

Operational activities:
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0 A system engineer, IT engineer with administrative access to Microsoft
Azure Portal and Azure virtual server to configure the application.

0 A system engineer/database administrator with administrative access on
the Microsoft Azure portal to configure SQL Database and Azure SQL
Server virtual machine if needed.

2.4 SYSTEM OPERATIONS
The system will be used for:
e Creating Gadgets, Charts and Calculators.
e Saving Gadgets and Charts on canvas.
e Opening the saved canvas and sharing with others
e Defining organization that will be using the system
e Defining data sources to be used by the product

e Defining users in the organization that will use the system and the data
sources they have access to.

2.5 SYSTEM ARCHITECTURE

The system comprises of a web application where the user will be able to choose
the dataset they want to analyze. Once the dataset is chosen, the Public Health
user can choose from any number of visualization gadgets and/or charts to start
analyzing the data. Behind the scenes, the user interface interacts with a web
service that does all the processing on the web server, and returns the computed
data back to the user interface to be displayed. The web service interacts with a
Meta database that has information on how to connect to various databases in
Microsoft Azure SQL Databases, Mobile Services or Microsoft Azure virtual SQL
Server machine that are accessible for analysis.

The diagram below summarizes these components and their interactions.
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Figure 1: Overview of Epi Info™ Web Analytics & Visualization

Internet/Intranet

The product may be configured for usage as a public facing internet application.
The diagram below show the configuration for the product deployed as an
application in Microsoft Azure environment.
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Figure 2: Configuration of EWAV in Azure Data Center
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3. APPLICATION INSTALLATION

3.1 ACCESS CONTROLS

3.1.1Database

The person creating and configuring the database should have a Microsoft Azure
Portal account with the ability to create SQL Databases in the Portal along with
knowledge on how to create and configure the database in the Portal. afafafafafa

3.1.2 Application and Services

The person installing and configuring the application and services should have
administrative access on the Microsoft Azure virtual machine to configure the
server, install Internet Information Services (IIS) and create the application.

3.2 INSTALLATION

The installation can be done using the EWAV_Azure package. The package for
installation of the system consists of three items: 1) the database in the Database
folder; 2) the application and services in the Application folder; and 3) the
required documentation in the Documents folder. The Configuration section
describes how these items are used.

Mame

Application
Databases
Documents

EncryptionUtility

Figure 3: File system showing components in the EWAV Package

3.3 CONFIGURATION

3.3.1Database Configuration

The deployment package comes with “Databases” folder containing scripts to
configure Meta database as a SQL Database in Microsoft Azure SQL Databases
server needed by the application.

3.3.1.1  Prerequisites for database configuration

Following prerequisites must be in place to be able to configure the Meta database
for EWAV application.
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1. A SQL Database in Microsoft Azure Portal
2. Connection string for the SQL database created in Microsoft Azure Portal.

3. Access to tools to execute scripts for SQL Database in Microsoft Azure. Some
options are SQL Server 2008/2008 R2/2012/2012 R2 management studio or
access to Visual Studio 2012 or 2013. More information can be found at:
http://msdn.microsoft.com/en-US/library/azure/ee621784.aspx#ssms

3.3.1.2 Configuring SQL Server database

The prerequisite step created an empty SQL Database which does not have any
database objects. The configuration process will create the schema, user and
assign necessary privileges for the application to be able to work with the
database. Follow the steps outlined below to configure the SQL Database:

1. Provide following information to connect to SQL Database in Windows Azure.
a. Server type: Database Engine

b. Server name: SQL Database server name. Port number does not need
to be specified

a Example: aavyd60xjt.database.windows.net
c. Authentication: SQL Server Authentication
a Login: User ID provided in connection string.

Q Password: Password created during database creation

-

all Connect to Server [-Zh_r
ﬁb Microsoft®
~ SQL Server2008
Server type: | Database Engine - |
Server name: aavydblxt database windows net -
Authentication: | SGL Server Authentication - |
Login: eiadmin@aavyd gt -
Password: —
Remember password
[ Connect ] | Cancel | | Help | | Options =

Figure 4: SQL Server connection dialog to connect to SQL Databases server in Azure
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2. Click on Options and provide the name of the database to connect to. This

name should match the name provided in the connection string. Click on
Connect to connect to the database.

@l Connect to Server I&

Microsoft*

2 SQLServer2008

Login | Connection Properties |P|.dd'rtional Connection Parameters

Type ar select the name of the database for the connection.

Connect to database: EpilnfoDemo_db -
Metwark
Metwork protocol: <default > -
Metwork packet size: 4096 = bytes
Connection
Connection time-out: 15 + seconds
Execution time-out: 0 + seconds

[] Encrypt connection

[ Use custom color: I:I

| ResstAl |

Connect ][ Cancel H Help H Options << ]

e

Figure 5: SQL Server connection properties specifying SQL Database to connect to in Azure SQL Databases

3. Open the provided script name “01CreateSchema_Azure.sqgl” in SQL Server
Management Studio or your tool of choice.
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Uz Microsoft SQL Server Management Studio

Exit

@ SaveAll

Recent Files 3

File | Edit View Tools Window Community Help
27 Connect Object Explorer... | B pres) ;
2 Disconnect Object Explorer ' ~ 1 x
Mew 3
| Open v || = Project/Solution... Cirl+Shift+0
5 File.. Ctrl+0

£1%  File with Mew Connection...
£1% File Disconnected...

E1% Policy

Ctrl+5hift+5

Figure 6: File menu to open the database script file for SQL Server

Cpen File 7 -t

Look in: . 5gl Server |E| @ ~4 X [ £ ~Tools~
Mame Date modified Type Size

! =" 01 CreateSchema_&zure.sgl

Desktop = 02CreatelserAndRoles_Azue.sql
= 03InsertintialRecords_Azure.sql
J [ 0dInsertintoUserOrganization_Azure.sq)
My Projects
A
My Computer

File name:

Files of type: All Files (%)

]
=]

Open -

Cancel

Figure 7: Open File dialog showing the available script for SQL Database in Microsoft Azure
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4. Execute the script 01CreateSchema_Azure.sql to create the schema in SQL
database in Microsoft Azure.

01CreateSchema_A...avyd60xjt (276))| SQLQuenyl sql - a...@aavyds0xt (254]) =

ZND parent_object_id = ¢

ALTER TEBLE [dbo] . [Canvas] DROP CONSTRAINT [FK_ Canvas Dataau.}rce]

LND parent_object_id = ¢

. [F¥_Datasource_Organization]') ZND parent_object_id = O

receUser Datasource]') AND parent_object_id =

er]")

ZND parent_object_id = O

bject: ForeignKey [ vasUser_Canvas]
5 (SELECT * FROM . _keys WHERE obs3 C ' [ 1.1 nvas]') BND parent_object_id = OBJECT

) END parent_object_id = O

bject: Foreign
5 BND parent_object_

) END parent_object_id = OBJ

y [FE_Us
LECT * FRDM svs.fore

kevs WHERE_:b ect did = roanization Userl') AND parent obiect id = OBJ

Figure 8: Snapshot of a portion of 01CreateSchema_Azure script for SQL Server

5. Open Script titled “02CreateUserAndRoles_Azure.SQL” in your editor of
choice. There are multiple scripts provided in this file to be executed in the
order specified.

6. Connect to master database using the admin login account that was used to
connect to your SQL Database.
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"

@ Connect to Server e |
Microsoft®
% SQL Server2008

Login | Connection Froperties |Pu:|d'rtiunal Connection Parameters

Type or select the name of the database for the connection.

Connect to database: master] -
MNetwork
Metwork protocol: [ddefauft::- -
MNetwork packet size: 4056 | bytes
Connection
Connection time-out: 15 +| seconds
Execution time-out: 0 +| seconds

[] Encrypt connection

[] Use custom color: I:I

| ResetAl |

Connect H Cancel H Help H Options << ]

[ =

-

Figure 9: Connection Properties specifying connecting to master database in SQL Databases server in Azure

7. Replace the Password with a strong password that meets your organization’s

password policy. Execute the first script to create a new Login named
EWAV_APPUSER.

Az Microsoft SQL Server Management Studio

File Edit View Query Project Debug SQLPrompt5 Tools Window Community Help
@ 50L Source Control 4P S0LTest _ @ L] NewQuery | [y B " I |3 |5 H S | E
= 2| E

194 | master | ¥ Execute p v 3 E_|J :l F e HW i | M e
Object Explorer ~ 1 x 5QLQuery2.sqgl - aa...aavydb60xjt (970))*
Connect~ 1_]33 .Open CREATE LOGIN [EWAV APPUSER] WITH PASSWORD= =M"'PR==W0rD"

&

_'j Messages

Command (s3] completed successfully.
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Figure 10: Executing the script to create Login in master database

8. Disconnect from the master database and connect back again to your SQL

Database and create the user for the new login along with assigning it the dbo
role.

File Edit Wiew Query Project Debug SQLPrompt5 Tools Window Community Help
@ 5QL Source Control @ SQLTest _ i L1 NewQuery | [y [F 15 B | |5 H S | B
=

137 | EpilnfoDemo_db * | ¥ Execute P v i = i EE] 8 EEE AL L
Object Explorer >3 x SQLQuery3.sql - aa...aavyd60xjt (802))*
Connect~ | 43 . Open CREATE USER [EWAV_APPUSER] FCR LOGIN [EWAWV_APPUSER] WITH DEFAULT_ SCHEMA=[dbo]

&q

1

_'j Messages

Command (s) completed successfully.

Figure 11: Executing the script to create user

9. Execute the script to grant execute permission to newly created user on dbo
schema.

S5QLQuery3.sql - aa..aavydb0xjt (802))*
GRANT EXECUTE CN SCHEMA :: dbo TO [EWAV _APPUSER]:
£

_'_1 Messages

Command (3) completed successfully.

Figure 12: Executing the script to grant execute permission

10. Execute the script to create a role called db_procexec.
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_~SQLQuery3.sql - aa..aavyd60xjt (802))* |
CREATE ROLE [db_procexec] AUTHORIZATION [dbo]
GO

4|

L:s-'; Messages

Command {5) completed successfully.

Figure 13: Executing the script to create role

11.Execute the remaining three scripts for assigning privilege to user
EWAV_APPUSER.

_5QLQuery3.sql - aa...aavyd60xjt (802))"|

EXEC dbo.sp_addrolemember @Iulena:ue=1~]'dl:_p:oce:-:ec', @meru.berna.me=l‘1'EWA‘.-'_APPUSER'

GO
EXEC dbo.=sp addrolemember @Iulena:ue=1~]'dl:_data:eade:', @memhernane=N'EWA.-'_APPUSER'
GO
EXEC dbo.=sp addrolemember @Iulena:ue=1~]'dl:_dataw:ite:', @memhernane=N'EWA‘.-'_APPUSER'
GO

4 | 1

|_j5-§ Messages

Command (3) completed successfully.

Figure 14: Executing the script to assign privileges

Note: The application can connect to SQL Database using either SQL Database credential
used so far or EWAV_APPUSER account with its password. Provide the complete connection
string to the person configuring the application on the web server.
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12.Open script “03InsertinitialRecord_Azure.sql”. This script will add initial records
for the system to work. It adds the roles used by the product; creates the Super
Administrator user; and first organization. Before executing the script, you must
update the sections marked in red, “Inserting Super Administrator user” and
“Organization”. For Super Administrator, replace following placeholders with
relevant values:

e /[*UserName*/
0 UserName has to be a valid Email address.

e [*FirstName*/

e /[*LastName*/

e /[*EmailAddress*/

e /*PhoneNumber*/

For Organization, replace following placeholders with relevant values:

e /[*OrganizationName?*/

e /[*Description*/

0 This is optional
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03InsertintialRec... @aavyd60xjt (949))

Insert Ewav Roles

SQLQuery3.sql - aa...aavyddlxjt (802))

SET IDENTITY INSERT [dbo].[Role] OFF

——=—=—=—= Insert Super Administrator User
[ INSERT INTC [dbo].[User]

([Userlame]

¢ [FirstHame]

; [LastName]

. [PasswordHash]

. [ResetPassword]

; [Emailiddress]

+ [PhoneNumber] )
VALUES

(/*UserName*/,

EA
/*FirstName*/,
/*LastName*/,

E

!FI

1,

/*Emailiddress~/,
A

= /*PhoneNumber*/)

——————— Insert Crganization
B INSERT INTC [dbo].[Organization]
[ [CrganizationName]
; [Description]
, [Active])
VALUES

(/*0Organizacionfane*/,
/*Description®/,
1)

GO

L fExx%&% Ohject: Table [dbao].[Role] Seript Date: 08/19%/2013

E SET IDENTIITY INSERT [dbo].[Role] CN
INSERT [dbo].[Role] ([RoleID], [RoleValue], [RoleDescription]) VALUES (1,
INSERT [dbo].[Role] ([RoleIDl], [RoleValue], [RoleDescription]) VALUES (2,
INSERT [dbo].[Role] ([RoleIDl], [RoleValue], [RoleDescription]) VALUES (4,

13:52:59 #*x#x&x/

N'Analyst'

N'Administrator'
N'SuperAdministrator’

Figure 15: Snapshot of a portion 03InsertinitialRecord script for SQL Server

Sample script is provided below:

INSERT INTO [dbo]-[User]
([UserName]
, [FirstName]
, [LastName]
, [PasswordHash]
, [ResetPassword]
, [Emai lAddress]
, [PhoneNumber])
VALUES
(“useremail@org.gov®
, "UserFirstName"
, "UserLastName*

,1
, "useremail@org.gov*®
,"111-111-1111"7)

GO
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INSERT INTO [dbo]-[Organization]

([OrganizationName]
,[Description]
,[Active])
VALUES
("Organization Name®
, "Description”
.1
GO

13. Open script “04InsertintoUserOrganization_Azure.sgl”. This script creates the
relationship between User and Organization for the recently added Super
Administrator and Organization. The first user is being assigned the role of
Super Administrator, which has a Roleld of 4. To execute the script replace
following placeholders with relevant values:

e [*UserID*/

e /*OrganizationlD*/

0dInsertintoUser0...aavyd60xjt (921))

E INSERT INTC [dbo]. [UserCrganization]
[U=erID]

 [CrganizationID]

» [RoleID]

 [Bctive]

VRLIES

S *UzerID*®/f

4
= ik

Figure 16: Snapshot of a portion 03InsertInitialRecord script for SQL Server

Value of UserlD can be retrieved by opening the User table. Value of
OrganizationID can be retrieved by opening the Organization table. Open the
database table in SQL Server Object Explorer of your choice or in the tool you
have used so far to run the scripts.
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SQL Server Object Explorer * 01 X
(] | [E Show results 'l |

4 g¥ SOL Server

[ E (localdb)\Projects (SQL Server11.0.3000.0 - ETIEXT\agnih

4 A aavyd6lxjt.database windows.net (SQL Server 11.0.9213 -

4 Databases
4 g EpilnfoDemo_db
4 Tables

Systern Tables
B dbo.Canvas
B dbo.Datasource
B dbo.Datasourcellser
B dbo.Crganization
B dbo.Role
B dbo.SharedCanvases
B dbo.User
B dbo.UserOrganization

A A A A A

Views

Programrnability

P
4 Synonyms
4
B Security

Figure 17: Object explorer showing tables created in SQL Databases server in Microsoft Azure

Sample script is provided below:

INSERT INTO [dbo].[UserOrganization]
([UserlID]
,[OrganizationiD]
,[RolelD]
,[Active])

VALUES
(1
,1
,4
1)

GO
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3.3.2 Application Configuration

The deployment package comes with “Application” folder containing all the files
needed for configuration of Epi Info Web Analytics and Visualization product on
Microsoft Azure virtual machine web server. In Microsoft Azure environment the
application is deployed as an outward facing application as Forms authenticated
application that prompts the user to provide username and password before using
the application.

In order to use the Epi Info™ Web Analytics & Visualization (EWAV) system,
encryption keys must be created. These encryption keys are used to encrypt the
Meta database connection string, external database connection strings, and user
passwords. For instructions on how to create these keys, refer to the “EWAV
Encryption Utility Help” document included in the Documents folder of this
package.

3.3.2.1  Prerequisites for Application configuration
Following prerequisites must be completed before configuring the application.
1. Microsoft Azure virtual machine

a. Create a Windows Server 2012/2012 R2 virtual machine using
Microsoft Azure portal

b. Open port 8443 for remote desktop, port 80 for inbound and
outbound web traffic and port 1433 for communication with database.

2. Install Internet Information Service (1I1S) Web Server with needed features

a. While Installing IIS make sure .NET Framework 4.5 is already
installed.

b. While Installing 1S in the Features selection step make sure you
have chosen ASP.NET 4.5 and HTTP Activation under WCF
Services.
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[ Add Roles and Features Wizard = [ = -

DESTINATION SERVER

Select features EoilnicDemo

Before You Begin Select one or more features to install on the selected server.

Features Description

~ HTTP Activation supports process
activation via HTTP, Applications
4 [B] NET Framework 4.5 Features (2 of 7 installed) _ that use HTTP Activation can start
/| .NET Framework 4.5 (Installed) and stop dynamically in response to
e work items that arrive over the
V| ASP.NET 4, or
? network via HTTP.
4 [W] WCF Services (1 of 5 installed)
HTTP Activatiol
[] Message Queuing (MSMQ) Activation
[] Marned Pipe Activation
[] TCP Activation

v| TCP Port Sharing (Installed)

[] \MET Framewark 3.5 Features

[l Background Intelligent Transfer Service (BITS)
[[] Bitlocker Drive Encryption

[7] BitLocker Metwork Unlock

[[] BranchCache

< " >

< Previous MNext = nstal Cancel

Figure 18: List of features to be enabled during IS Web Server install

c. Information on how to install [IS on Windows Server 2012 can be
found at: http://www.iis.net/learn/install/installing-iis-85/installing-iis-

85-on-windows-server-2012-r2

d. Below is a complete list of components and features that should be

installed as part of IIS install
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MET Framework 4.5 Features
ASPNET 4.5
WCF Services
HTTP Activation

Weh Server (115)
Management Tools
15 Management Console
Web Server
Application Development
ASP.NET 4.5
ISAPI Extensions
ISAPI Filters
MET Extensibility 4.5
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
HTTP Legging
Performance

Static Content Compression

Security
Request Filtering

Windows Process Activation Service
Configuration APls

Process Model

Figure 19: List of all features installed presented after IIS Web Server install

3. Configure IIS Web Server
a. Application Pool.

i. You can create a new application pool that uses .NET 4.0 or
can use one of the default application pool that uses .NET 4.0

ii. Confirm that the application pool uses the Managed pipeline
mode of integrated
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iﬂ;]" Application Pools

This page lets wou view and manage the list of application pools on the server, Application pools are associated with worker processes,
contain one o maore applications, and provide isolation armong different applications,

Filter: - Go = g Show &Il | Group byt Ma Grouping -

Marne = Status MET CLRW...,  Managed Pipel.,  ldentity Applications
q;'.NETM.S Started w0 Integrated ApplicationPaoolld.. 0

X MNET 4.5 Classic  Started w40 Classic ApplicationPoolld.. 0
;’Default&.pppool Started w0 Integrated ApplicationPoolld.,., 2

Edit Application Pool E |

JMET CLR wersion:
|.NET CLR Wersion w4.0.30319 v|

Managed pipeline rmode:

|Integrated V|

Start application pool immediately

oK ‘ | Cancel

Features Wiew | Content Wiew

Figure 20: Confirming .NET version and managed pipeline mode

iii. Set 32-Bit applications feature on for the chosen application
pool by opening the Advance Settings for the application pool.
The screenshot below shows Advanced Settings for
application pool named “DefaultAppPool”.
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Advanced Settings

4 [General)
MET CLR Wersion

Enable 32-Bit Applications

Managed Pipeline Maode
Marme
Queue Length
Start Mode

4 CPU
Lirnit {percent)
Lirnit Action
Lirnit Intereal {minutes)
Processor Affinity Enabled
Processor Affinity Mask

Processor Affinity Mask (B4-hit ¢

4 Process Model

[ Generate Process Model Bvent L

Identity
Idle Tirme-out {minutes)

Idle Tirme-out Action

Enable 32-Bit Applications

w40

B

True Izl |

Inteqrated
DefaultippPool
1000
OnDemand

0

Modction

5

False
4204067205
42967295

ApplicationPoolldentity
20
Terminate

[enable32Bitd&ppOntiingd] If setto true for an application pool on a B4-bit
operating system, the worker process(es) serving the application pool will
be in WO Qlfindows on WindowsBd) mode, Processes in WiOWed mo...

0] ‘ | Cancel

Figure 21: Enabling 32-bit for application pool

b. Configure MIME Types

i. Add the MIME type “.aspx” if not already present for Default
Web Site by providing value of “.aspx” for File name extension

and value of “application/aspx” for MIME type.
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T

Figure 22: Adding MIME type for handling ASPX pages

3.3.2.2  Configure EWAYV on Web Sever

| Internet Information Services (1IS) Manager
(.) ‘ @ » EPINFODEMO » Sites » Default'Web Site »
File  Wiew  Help
Connections o
rEEIEIY @ MIME Types
- Start Page
E— Use this feature to manage the list of file name extensions and associated content types that are served as static files by the Web server,
295 EPIINFODEMO (EPIMNFODEME
«:.:' Application Poals Group byt Ma Grouping -
48] Sites Extension™ MIME Type Eite: T A
4/ Default Web Site 323 text/h323 Add MIME Type (2 S|
[~ aspnet_client 392 video/3gpp
3gp video/3gpp File name extension:
3 deos3
S AROMBRR e e
.aac audiofaac ‘ ]
.aaf application |app ication/asp |
.aca application
.accdb application | oK | ‘ Cancel |
.accde application
accdt application,
\acx applicationfintern.,  Inhetited
\adt audiofvnd.dinaadts  Inherited
Jadts audiofvnd.dina.adts  Inherited
.afm applicationfoctet-...  Inherited
.ai application/postsc..,  Inherited
aif audio/c-aiff Inherited
aifc audiofaiff Inhetited h
< m > . - Content Yiew
Configuration: 'Default Web Site' web.config

The EWAV configuration deploys the application as a single integrated application
on the Internet Information Services (IIS) web server with both the application and

its services under one site.

The prerequisite step installed Internet Information Services (11S) and other
needed components and set up the application pool to be used by the application.

Follow the steps provided below to configure EWAYV application:
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1. Create a folder called “EWAV” under “intepub\wwwroot.”

2. Copy the content of the folder “"EWAV\Application” (and not the folder itself) to
the “inetpub\wwwroot\Ewav” folder.

3. Create an application named “EWAV” in 1IS by right clicking on “EWAV” folder
and select Convert to Application

a- @ Sites
4 ) Default Web Site
: | aspnet_client
| Bwaw
o Explore

Edit Permissions...

e ]

Convert to Application

8 Add Application...
#  Add Virtual Directory...

Manage Folder 2
kg3 Refresh

Switch to Content View

Figure 23: Converting EWAV to application in IIS

4. Make sure that the site is configured to run on the Application pool that you
have configured to be used by the application in the prerequisites process

5. Once the site is converted to application, make sure the site uses Anonymous
authentication only. This is the default setting when the site is configured in
IIS.

‘-ﬁ Authentication

Group by: Mo Grouping -

-
Marme

Status Response Type
Ananyrnous Authentication Enabled

ASPMET Irmpersonation Disabled

Figure 24: Confirming EWAV site uses Anonymous authentication
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6. Open the web.config file in EWAYV folder under “inetpub/wwwroot/EWAV” for
editing in your preferred editor.

. DatabaseScripts 9/13/2012 6:37 PM File folder

J EpiDashboard 9/13/2013 6:37 PM File folder
,j Error 81372013 1:42 PM ASP.MET Server Pa... 2 KB
E| Ewav 71/22/2013 4:24 PM ASP.MET Server Pa... 4 KB
B header_bg 8/13/20131:42 PM PMG image 3 KB
|| ReadMe-1st T7/22/2012 4:24 PM Text Docurment 2 KB
Silverlight T/22/2012 4:24 PM JScript Seript File 8 KB
i Web 9/13,/2013 5:58 PM XML Configuratio... 10 KB

Figure 25: Web.config file for a forms authentication application

7. Validate that the authentication mode is set to “Forms” in the web.config file in

the following section

<!-- 0Only valid values for authentication are Windows, Forms-->
<authentication mode="Forms">

8. Update Email notification section in the web.config file.
<!--Email notification-->

<add
<add
<add
<add
<add
<add
<add
<add

key="EMAIL_USE_AUTHENTICATION" value="FALSE"/>
key="EMAIL_USE_SSL" value="FALSE"/>
key="EMAIL_SUBJECT" value="XXXXXXXXXXXXX"/>
key="EMAIL_FROM" value="XXXXXXXXXXXXXXXXXX" />
key="EMAIL_PASSWORD" value="XXXXXXXXXXXXXX" />
key="EMAIL_TO" value="XXXXXXXXXXXXXX"/>
key="SMTP_PORT" value="XXXXXXXXXX"/>
key="SMTP_HOST" value="XXXXXXXXXXXXX" />

EMAIL_USE_AUTHENTICATION: The default value is FALSE. Change this
to TRUE if authentication is used.

EMAIL_USE_SSL: The default value is FALSE. Change this to TRUE if SSL
is used.

EMAIL_FROM: Provide an email address that can be used for the FROM part
of the email.

EMAIL_PASSWORD: A value needs to be provided here only if the
EMAIL_USE_AUTHENTICATION is TRUE in step 6a above.

SMTP_PORT: The system uses the default value of 25. Only provide a port
number if the port number is other than 25.
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e SMTP_HOST: This value has to be provided. This should be the name of the
SMTP server used by the organization.

For Simple scenarios a GMAIL account can be used in Microsoft Azure
environment for sending an email. If using GMAIL account meets your need
then below is an example of the email setting configured using GMAIL.
Replace the credential information with your credential.

<add key="EMAIL_ USE_AUTHENTICATION" value="TRUE"/>

<add key="EMAIL_USE_SSL" value="TRUE"/>

<add key="EMAIL_SUBJECT" value="Subject Line"/>

<add key="EMAIL_FROM" value="GmailID@gmail.com"/>

<add key="EMAIL_PASSWORD" value="GmailAccountPassword"/>

<add key="EMAIL_TO" value="Administrators@YourOrganization.gov"/>
<add key="SMTP_PORT" value="587"/>

<add key="SMTP_HOST" value="smtp.gmail.com"/>

9. Update the password policy section to reflect the password policy for your
organization. This policy will be used by users created in the EWAV system.

<add key="PasswordMinimumLength" value="6" />

<add key="PasswordMaximumLength" value="10" />

<add key="NumberOfTypesRequiredInPassword” value="3" />
<add key="TotalNumberOfTypesInPassword" value="4" />
<add key="UseNumbers" value="true" />

<add key="UseUpperCase" value="true" />

<add key="UselLowerCase" value="true" />

<add key="UseSymbols" value="true" />

<add key="Symbols" value="@#$|{}"" />

<add key="RepeatCharacters" value="true" />

<add key="ConsecutiveCharacters" value="false" />
<add key="UseUserIdInPassword" value="false" />

<add key="UseUserNameInPassword" value="false" />

o PasswordMinimumLength: The default minimum length is 6. Change this to
meet your organizations requirements.

o PasswordMaximumLength: The default maximum length is 10. Change this to
meet your organizations requirements.

o NumberOfTypesRequiredinPassword: The default value is 3. Change this
meet your organization’s requirements.

o TotalNumberOfTypesinPassword: The system supports alphanumeric
characters and symbols making a total of 4 types, numbers, upper case,
lower case and symbols.

e UseNumbers: The default value for using numbers 0-9 is “TRUE”. Change
this to meet your organization’s requirements.
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o UseUpperCase: The default value for using characters A-Z is “TRUE".
Change this to meet your organization’s requirements.

e UselLowerCase: The default value for using character a-z is “TRUE”. Change
this to meet your organization’s requirements.

e UseSymbols: The default value for using symbol is “TRUE”. Change this to
meet your organization’s requirements.

e Symbols: The default list of symbols supported by the product is “@#$|{}*\".
Change the symbol list to meet your organization’s requirements.

o RepeatCharacters: The default value for repeating characters in the
password is “TRUE". Change this to meet your organization’s requirements.

o ConsecutiveCharacters: The default value for consecutive characters in the
password is “FALSE”. Change this to meet your organization’s requirements.

e UseUserldInPassword: The default value for using User Id in password is
“FALSE”. Change this to meet your organization’s requirements.

o UserUserNamelnPassword: The default value for using user name in
password is “FALSE”. Change this to meet your organization’s requirements.

10.Use the encryption utility to generate keys Section. Refer to EWAV
Encryption Utility Help document for instructions on generating keys.

P ~
@) Ewav Encryption Utility (=] B [t
SaltKey
S Free Text | E| D|
sLFoRFyKLCTAShjwjOMNAXifzYtkQ
Cutput
Passphrase
<!—— Encryption keys ——>
atKjwl 1YhPvO47161Q8aEophUSr <!-- C:Eateci l_f'_".‘a’%ﬂ'.’: 1:27 BM _'.'33.’ agr.ihf_\tris-_j'_ -
<!-- GUID: Z25F0R40D-30EZ-45BE-B491-%%6317ER9163 —->»
<!—— WARNING: -->
<!'—— Once users, datasources or connection strings have been added to the database these
<!—— If these keys are modified all existing encrypted date will be invalid. -->
LwKTr/KYSILBwtIDVIvrOGzwXx1f <!-- WARNING:

<add key=" UzerPasswordSalt™ wvalue="3LF “jF‘:lﬂ.CTQO]n_"N Hifz¥ekQrDdBCOgbuGRuGRRegQY

<add ke c tringPassphrase™ = "atKjwllYhPw9471 aEophUSmZmz+ SVEMzD

<add key="FK tringSalt”™ walue=" L.-\FT KY9ITBwtIDVIvErOSzwix1f101FiUMgwTtig2Le
Z5AIOtsTabhFewk/ <add key=" -(E\ ::Connec:l nStringVector™ value="Z5AT0ts7achFewk/" i

<add kev="MetaDataConnectionStrinag” walue="rZf5zuM3iMim36TWalotODo6ofMIIMVTIDwriOvCE0itd

load |
[y | Results copied te clipboard

[ Create new kays

Figure 26: Generating the application encryption keys using EWAV Encryption utility for forms authentication
application

11.Copy the section generated in the Output text box by clicking the copy button
highlighted in red below. Replace the section shown below found under
“Encryption Keys” in your web.config file with your copied text.
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@ Ewav Encryption Utility

SaltKey
sLFoRFyKLCT49hjwjON4XifzYtkQ
Passphrase
atKjwl1YhPv84716IQBaEophUSm
SaltValue

LwKTr/IKYSILBwtIDVIvrO9zwXac 1§

Vector

Z5AIQts7abhFewk/

Load

Free Text E] E]

Cutput

<!—— Encryption keys ——>

<!-— Created 1/17/2014 1:27 PM by agniheotrisdl --»
<!-- GUID: Z23F0R40D-30EZ-45BE-B491-%%6317ERA9163 —->»
<!—— WABNING: -->

<!—-— Once users, datasources or connection strings have been added to the database these
<!—— If these keys are modified all existing encrypted data will be invalid. -->
<!—— WABNING: -->

<add key="HEeyForUszserPasswordSalt™ walue="3LFoRFyKLCT49hjw] 0N4Xifz¥rkQrDdBOOgbusRuGRRegQY
<add key="KeyFocrConnecticnStringPassphrase” value="atKjwllYhPv94716103aEophUSmZmz+SVEMzD
<add key="EeyForConnecticn3tringSalt"™ wvalue="ILwKIr/KYSILBwtIDVIvrO8zwixlf101FilUMowItidzaLs
<add key="HEeyForConnecticnStringVector" value="25ATQts7achFewK/" I3

<add kev="MetaDataConnectionString”™ wvalue="rZIfSzuM3iMim36TWalortODo6ofMIIMVTIwriOvCE0dtd

[E Results copied to clipboard
Create new kays

"

Figure 27: Copying the keys section to update the keys section in the provided web.config file for forms

authentication application

<!-- Encryption keys -->
<!-- Created 1/17/2014 1:27 PM by userdl -->
<!-- GUID: 23FOA40D-30E2-45BE-B491-996317EA9163 -->

<!-- WARNING: -->

<!--
Once users, datasources or connection strings have been added to the databa
se these keys *cannot* be modified. -->

<!--

If these keys are modified all existing encrypted data will be invalid. --

>
<!-- WARNING:

-->

<add key="KeyForUserPasswordSalt" value="sLFoRFyKLCT49hjwjON4XifzYtkQrDd
BO@gbUuGRUGRRegQYV4EydWV5Q5yGVOECOTY0q5a0UbbRIN81xQbDuUQW]YF6Vkaglg/1dQCuutNoi
VtDZQbe8dlJL@aAhLbFantM@13g==" />

<add key="KeyForConnectionStringPassphrase" value="atKjwllYhPv947161Q8aE
ophUSm2mz+9VkMzDgzRgscoPsRYJ2/vRs7eJTf43X6r/PiBQS2Pb991z0A@DAVXFfmwToqlQXDgov
FCZP+axtIN1w9vbidyz9cGOTy3LNjxCYuMoIw==" />

<add key="KeyForConnectionStringSalt" value="LwKTr/KY9ILBwtIDVIvr09zwXx1
f101FiUMgwTti82LCYOErdrrdud45vaVQntXe6kDOJ jK1RXkLL8HdmMuzPSEYsvtIKDIQ8SGdAtzHW
pYrpkdXmcd5bi/pL04UdL1H3f2ZfpZg==" />

<add key="KeyForConnectionStringVector" value="Z5AIQts7a6hFewK/" />

NOTE: The keys are the most critical piece of the system. Please make up
an archive of these keys and save it in a safe location, in case they are
lost/changed/updated in web.config file by mistake.
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12.Create a MetaDataConnectionString for SQL Database that you configured in
Microsoft Azure Portal by replacing the section provided below or optionally
you can use the connection string as provided in Portal.

Server= DATABASE_SERVER_ NAME;Database=
DATABASE_NAME;User ID= SQL_DATABASE_ACCOUNT;Password=
PASSWORD_FOR_ACCOUNT;Trusted_Connection=False;Encrypt=True;
Connection Timeout=30;

Below is an example of connection string for SQL Server after removing the
sections marked in yellow.

Server=tcp:aavyd60xjt.database.windows.net,1433;Database=EpilnfoDemo_db;User
ID=eiadmin@aavyd60xjt;Password=J*p2le04>F;Trusted_Connection=False;Encrypt=True;Co
nnection Timeout=30;

13.Use the encryption utility to encrypt the values of the
MetaDataConnectionString created in the step above using the encryption
keys generated above. The encryption keys should still be available in the
utility if you have not closed it. In case you have closed the utility, refer to
EWAYV Encryption Utility document on how to retrieve the keys.

& Ewav Encryption Utility . |_|_|—J':' 5 ot
-
Key R
) Free Text | Barver=tcpiaavyd60xjt.database windows.net, 1433;Database=EpilnfoDemo_db;User ID=ciadm E | o |
1 F67TY/ciQni/FHYOLH7q+
Cutput
Passphrase
: ++338r£08Usv3YES ZaBpads 79 ] eZneMU3FEpL+BE JwntNWD 72+t S 3EFUN/ yegd2IL/ cRIONS FG22ekSqS3£Kan
|Ez RFHNxBR7OQSgm =
SaltValue
I3mile eGIWdTVrMxCQ
GBup33hyUX5guTj+
Load | |—|
l'_l l Create new keys

Figure 28: Encrypting connection string using EWAV Encryption utility for forms authentication application

14.EWAV uses the Microsoft Bing Maps API in its Case Cluster Map gadget.
You must create a unique key for your web server on Microsoft's Bing Maps
portal page here: http://www.bingmapsportal.com/. A Microsoft account is
required to use the portal page. If you do not have a Microsoft account you
will be prompted to register for one.

Once you have created a key for the Bing Maps API the web.config must be
updated with this entry:
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<add key="KeyForBingMaps' value=""(Your key goes here)" />
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3.3.2.3  Starting the System
To start the system, perform following steps:

1. Navigate to system’s URL: http://<SERVER_NAME>/EWAV/Ewav.aspx
2. Click on Forgot password (only for Forms authentication application)

3. Enter the email address which was given during the time of running the initial
scripts on the database (only for Forms authentication application)

4. An email will be sent out with temporary password (only for Forms
authentication application)

5. Log in using the temporary password and reset your password (only for Forms
authentication application)

6. Navigate to Admin tab.

7. Create organization if needed.

8. Create Users/Admins on the current organization.
9. Create at least one data source.

10. Navigate back to dashboard screen.

11.Set a data source.

12. Start adding gadgets.
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APPENDIX A: REFERENCES

The following table summarizes the documents referenced in this document.

Document Name | Description Location
and Version
EWAV Admin This document describes the | /Ewav/Documents

Help Epi Info™ Web Analytics &
Visualization tool.
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