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1. INTRODUCTION
1.1 PURPOSE

Epi Info™ Web Analytics & Visualization is an open source project in the popular
Epi Info™ suite of tools. The web product can be deployed as an internet or
intranet application and will provide analytical and visualization capability for large
public health datasets within an organization. The product will also provide a
collection of relevant public health related tools that can be used by
Epidemiologists or other public health professionals to analyze data.

1.2 AUDIENCE

The audience for this document includes system administrators, database
administrators, and information technology personnel who will be configuring the
system on web and database servers.

The person creating and configuring the database should have full administrative
access to the database server and rights and privileges to create a database,
create database users, and grant access to the database.

2. SYSTEM DESCRIPTION
2.1 KEY FEATURES

The Epi Info™ Web Analytics & Visualization system enables the following
functionalities on the web:

Dashboard functionality on Web: Provides Epi Info™ 7 dashboard-like
functionality, enabling users to use gadgets, charts and calculators via the Web.

Configuration for Windows- and Form-based Authentication: System
Administrators have a choice to choose the mode of the deployment.

Admin tools: Provides the means for administrators to create users, control user
access, create connections to different data sources, and in some cases, create
more organizations.

0 Role-based access to application features: Application features
available to a user are determined by their role which is one of super
administrator, administrator and user.

o Encapsulated working environment: Users from one organization can
work on data sources in isolation from other groups.

o Creation of data sources: Admins have authority to create data sources
for the users.

Capability of Saving/Opening Canvas: Users can save canvases with selected
gadgets, data sources and layouts; then open them later in the previously saved
state.
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2.2 INVENTORY

The deployment package consists of a compressed folder structure having three
sub folders namely: Database, Application and Documents. The database scripts
are present in the Database folder. All files needed for deployment of the web
product are provided in Application folder. All the documentation for the web
product is present in Documents folder.

2.3 ENVIRONMENT

Below is a list of hardware and software requirements, and operational activities
needed for the deployment of the Epi Info™ Web Analytics & Visualization system:

Hardware:
o Web server: Windows server 2008 or Windows Server 2008 R2

o Database server: Windows Server 2008 or Windows Server 2008 R2

Note: The system is designed to do all the processing and computations on the
server. You will have to plan for server capacity depending on the size of data
sources you plan to use and the number of user expected to be use the system.

Software:
o Web server:

= Internet Information Services (lIS) 7.0/ 7.5
= .NET 4.0
= Microsoft Silverlight 5.0
o Database server
= SQL Server 2008
= PostgreSQL 9.1 and later
= MySql
o Client
= Microsoft Silverlight 5.0 runtime

o SMTP Server

= The application would need to know the name of an SMTP server
within the network that it can use.

Operational activities:
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0 A system engineer, IT engineer with administrative access on the web
server configures the application.

0 A database administrator with administrative access on the database
server configures the database. This application can be configured for
SQL Server 2008, MySql or PostgreSQL 9.1 or later.
2.4 SYSTEM OPERATIONS
The system will be used for:
e Creating Gadgets, Charts and Calculators.
e Saving Gadgets and Charts on canvas.
e Opening the saved canvas and sharing with others
e Defining organization that will be using the system
e Defining data sources to be used by the product

e Defining users in the organization that will use the system and the data
sources they have access to.

2.5 SYSTEM ARCHITECTURE

The system comprises a web application where the user will be able to choose the
dataset they want to analyze. Once the dataset is chosen, the Public Health user
can choose from any number of visualization gadgets and/or charts to start
analyzing the data. Behind the scenes, the user interface interacts with a web
service that does all the processing, and returns the computed data back to the
user interface to be displayed. The web service interacts with a Meta database
that has information on how to connect to various databases that a data mart, a
data warehouse or a database server may allow access to for analysis.

The diagram below summarizes these components and their interactions.
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Figure 1: Overview of Epi Info™ Web Analytics & Visualization

The product may be configured for usage as a public facing internet application or
as an intranet application within an organization’s network, behind the firewall. The
diagram below shows the configuration for the product deployed as an intranet
application.
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Figure 2: Intranet Configuration

The diagram below show the configuration for the product deployed as an internet

application.
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Figure 3: Internet Configuration
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3. APPLICATION INSTALLATION

3.1 PREREQUISITES

In order to use the Epi Info™ Web Analytics & Visualization (EWAV) system,
encryption keys must be created. These encryption keys are used to encrypt the
meta database connection string, external database connection strings, and user
passwords. For instructions on how to create these keys, refer to the “EWAV
Encryption Utility Help” document included in the Documents folder of this
package.

3.2 ACCESS CONTROLS

3.2.1Database

The person creating and configuring the database should have full administrative
access on the database server and rights and privileges to create a database,
create database users, and grant access to the database.

3.2.2 Application and Services

The person installing and configuring the application and services should have
administrative access on the web server and should have full access and
privileges to create a web application in Internet Information Services (lIS).

3.3 INSTALLATION

The installation can be done using the EWAYV package. The package for
installation of the system consists of three items: 1) the database in the Database
folder; 2) the application and services in the Application folder; and 3) the
required documentation in the Documents folder. The Configuration section
describes how these items are used.

Mame

Application
Databases
Documents

EncryptionUtility

Figure 4: File system showing components in the EWAV Package
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3.4 CONFIGURATION

3.4.1Database Configuration

The deployment package comes with “Databases” folder containing scripts to
configure three types of databases namely SQL Server, MySQL and PostgreSQL.
Choose the script for database type to configure as per your organizations need.
Scripts provided in this package are for deploying the metadata database needed
by the application. The instructions for configuring different database types are
provided in three sub sections following this section:

0 Setting up SQL Server metadata database — Section 3.4.1.1

0 Setting up MySQL metadata database — Section 3.4.1.2

0 Setting up PostgreSQL metadata database — Section 3.4.1.3

34.1.1

Set up EWAYV for SQL Server

1. Log in to the database server using an account which has administrative
privileges to create the database.

2. Open the provided script name “01CreateSchema.sql” in SQL Server
Management Studio.

Lz Microsoft SQL Server Management Studic

File

Edit View Tools

Window Community  Help

3¢  Connect Object Explorer.., | B B
2y Disconnect Object Explorer [ ~ 0 x
Mew 3
| Open b | 5 Project/Solution...  Ctrl+Shift+0
5 File.. Ctrl+0
£2%  File with Mew Connection...
£1%  File Disconnected...
£2% Policy
@ SaveAll Ctrl+Shift+5
Recent Files 3
Exit

Figure 5: File menu to open the database script file for SQL Server
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f Open File |i|£—hj
Look in: J Sql Server |Z| -4 Ci Ed ~Tools¥
MName Date modified Type Size
! |_=U 01 CreateSchema
Desktop |_-U 02CreatellserindRoles

|_.U 03InsertIntialRecords

[y D4InsertintoUserOrganization
|

My Projects

A

-~

My Computer

File name: |

B

Figure 6: Open File dialog showing the available script for SQL Server.

3. Execute the script 01CreateSchema to create the database and the schema for
the database.

TSE [master]

GO
fEEx&&% Ohject: Database [EWAV] Script Date: 01/17/2014 10:13:24 #*#*#%%#*#&
[£] CREATE DATABASE [EWAV] CH PRIMARY
( NAME = N'EWAV', FILENAME = N'D:\Databases\EWAV new.mdf' , SIZE = 23552KB , MAXSIZE = UNLIMITED, FILEGROWTH = 1024E
L LOG ON
HAME V_log', FILENAME = H'D:\Databases\EWLV new_log.ldf' , SIZE = 219264KE , MRXSIZE = 2048GE , FILEGROWIH

ALTER DARTRBASE [EWAV] SET CCMPATIEILITY LEVEL = 100

GO

B IF (1 = FULLTEXTSERVICEPROPERTY ('IsFullTextInstalled'))
begin

TEXEC [EWAV] . [dbo] . [sp_fulltext_ database] Baction = 'enable'
end
GO

ALTER DATABASE [EWAWV] SET ANSI NULL_DEFAULT OFF
Figure 7: Snapshot of a portion of 01CreateSchema script for SQL Server

Note: If you receive an error at this point upon execution, check to see if your hard-coded paths
(tied directly to your machine) have the appropriate path pointing to the location where

databases are created.

4. Open Script titled “02CreateUserAndRoles”. Replace the Password with a
strong password that meets your organization’s password policy. Execute the
script. This will create the Application User Account and will grant execute
permissions on stored procedures.
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—————— Create Database User And Role

USE [ EWAV )

c2e]

CREATE LOGIN [EWAV APPUSER ]| WITH PRSSWORD=N'FPEs=WOrD', |DEFAULT DATABASE=[EWRV ],
DEFAULT LANGUAGE=[us_english], CTAELR CAPTRATIUNTUEL, CHECK POLICY=0OFF

c2e]

CREATE USER [EWAV_APPUSER ]| FOR LOGIN [EWAV_APPFUSER ]| WITH DEFAULT SCHEMA=[dbo]
c10]

GERANT EXECUTE ON SCHEMA :: dbo TC [EWAV_APPUSER ]!

c2e]

CREATE ROLE [db procexec] AUTHORIZATICN [dbol
&0

EXEC dbo.sp_ addrolemenber @rolename=H'db_p:acexec', Bmenmbername=N"'EWAY APPUSER'

ele]
EXEC dbo.sp addrolemember @rolename=H’db_data:eade:', @menbername=H'EWR?_APPUSER’
cle]
EXEC dbo.sp_addrolemenmber @rolename=N’db_dataw:ite:', @menbername=H'EWR?_APPUSER’
&d

Figure 8: Snapshot of a portion of 02CreateUserAndRoles script for SQL Server

Note: EWAV_APPUSER is the application account that is used by the application to connect
to the database. Provide username and the password to the person configuring the
application on the web server along with the Database server name and the Database
name.

5. Open script “03InsertinitialRecord”. This script will add initial records for the
system to work. It adds the roles used by the product; creates the Super
Administrator user; and first organization. Before executing the script, you must
update the sections marked in red, “Inserting Super Administrator user” and
“Organization”. For Super Administrator, replace following placeholders with
relevant values:

e /[*UserName*/
0 UserName has to be valid Email address. For Windows deployed mode, this
email has to be the part of Active Directory.
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[*FirstName*/

.
e /[*LastName*/

e [*EmailAddress*/
e /*PhoneNumber*/

For Organization, replace following placeholders with relevant values:

e /[*OrganizationName?*/
e /[*Description*/ - This is optional
——-——- Ingert Ewav Rolez ———-———-
USE [EWAV]
GO
fE&&%%% Object: Table [dbo].[Role] Script Date: 08/19/2013 13:52:59 #*x#&&#&%
SET IDENTITY INSERT [dbo].[Role] ON
INSERT [dbo].[Role] ([RoleIDl], [RoleValue], [RoleDescription]) VALUES (1, 1,
INSERT [dbo].[Role] ([RoleID], [RoleValue], [RoleDescription]) VALUES (2, 2,
INSERT [dbo].[Role] ([RoleID], [RoleValue], [RoleDescription]) VALUES (4, 4, N'Supe

SET IDENTITY_ INSERT [dbo].[Role] OFF

Insert Super Administrator User —----——-
INSERT INTC [EWAV].[dbo]. [User]

[ [UzerName]

r [FirstHame]

, [LastHame]

: [FasawordHash]

, [ResecPassword]

. [EmailAddress]

r [PhoneNumber] )
=4

VAL

(/*UserName®/,
f*FirstName*/,
/*LastHame*/,

".

1,
/*Emailiddress=/,
/*PhoneNunber*/)

Insert Organization
INSERT INTC [EWAV].[dbo]. [Crganization]
[ [OrganizationName]
. [Description]
. [Bctive])
VALUES

(f*0OrganizationName*/,
/S*Description®/,
1)

GO

Figure 9: Snapshot of a portion 03InsertinitialRecord script for SQL Server

Sample script is provided below:

rAdministrator')
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INSERT INTO [EWAV].[dbo].[User]
([UserName]
, [FirstName]
, [LastName]
, [PasswordHash]
, [ResetPassword]
, [Emai lAddress]
, [PhoneNumber])
VALUES
(“useremail@org.gov*®
, "UserFirstName"*
, "UserLastName*

ww
’

.1
, "useremail@org.gov*®
,"111-111-1111%)

GO

INSERT INTO [EWAV].[dbo].-[Organization]

([OrganizationName]
,[Description]
,[Active])
VALUES
("Organization Name~
, "Description”
.1)
GO

6. Open script “O4InsertintoUserOrganization”. This script creates the relationship
between User and Organization for the recently added Super Administrator and
Organization. The first user is being assigned the role of Super Administrator,
which has a Roleld of 4. To execute the script replace following placeholders
with relevant values:

e /[*UserlD*/

e /*OrganizationlD*/
INSERT INTC [EWAV].[dbo].[UserOrganization]
[ [UserID]
 [CrganizationID]
; [RoleIDl]
; [Bctive]

[f*UserID*/f
HAFOrganizationID®/f
4

1

=0
Figure 10: Snapshot of a portion 04InsertintoUserOrganization script for SQL Server
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Value of UserID can be retrieved by opening the User table. Value of
OrganizationID can be retrieved by opening the Organization table

Note: - If database is not visible, Right click the Databases folder and click
Refresh. It should appear.

=R ] Latabases
¥ Mew Database...
+ Attach...
T
+ Restore Database...
i Restore Files and Filegroups...
* Start PowerShell
T
+ Reports 3
+
Refresh
T

Sample script is provided below:

INSERT INTO [EWAV].[dbo].[UserOrganization]
([UserliD]
,[OrganizationiD]
,[RolelD]
,[Active])

VALUES
a
.1
.4
1)

GO
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Set up EWAYV for MySQL

1. Log in to the database server using an account which has admin privileges to

create the database.

2. Open the provided script namely “01CreateSchema.sql” in MySQL Workbench

File | Edit View Guery Database

New Model Ctrl+N
Mew Query Tab Ctrl+T
Open Model... Cirl+0
Open SQL Script... Ctrl+Shift+0
Open Recent

Close Connection Tab  Cirl+Shift+\w/

Close Tab Crl+af
Save Script Ctrl+5
Save Script As.. Ctrl+5hift+5
Revert to Saved

Exit Cirl+3

MySQL Warkbench
& | SQL Editor (Local instance M.

Plugins  Scripting

-

Figurel1: File menu to open the database script file for MySQL
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-

D Dpen SQL Script

@uvl « 6 Deployment » InstallScripts » Databases » MySgl

Organize - Mew folder
v F: Marme
i | 01CreateScherna.sql
& | D2CreatellserdndRoles.sgl

|| D3InsertIntialRecords.sql
| 0dInsertIntoUserOrganization.sql

m

= Li

BN & [

File nare: D1CreateSchemasgl

Date modified

171742014 4:33 PR
171772014 4:38 PR
171772014 4:30 PR
11772014 4:28 PhA

- | g | | Search Myhgl
=~ 0 @
Type Size
S0L File 92 KB
SGL File 1KE
S0L File 1KB
S0L File 1KB
- | SQL Files t*.sql v|
[ Dpen ] | Cancel |

Figure 12: Open File dialog showing the available script for MySQL

Execute the script “01CreateSchema” to create the database and the schema

for the database
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Quem 1 01CreateSchema
OBy @80’ = e (1) (=
1 e CREATE DATABASE 1IF NOT EXISTS “awaw™ /%! DEFAULT CHARACTER SET utfg8 */;
2e USE “awav’;
3
4
5
5]
7
8
g 752 SET @JILD CHARACTER SET CLIENT=@@CHARACTER SET CLIENT */;
16 752 ] SET @JLD_CHARACTER SET RESULTS=@@CHARACTER SET RESULTS */;
11 752 ] SET @JILD_COLLATION CONMECTION=@@COLLATION COMMECTION */;
12 752 ] SET NAMES utfg */;
13 752 ] SET @JILD_TIME ZONE=G@TIME ZONE */;
14 f*1 SET TIME ZONE='+G@:00' */;
15 752 ] SET @JILD_UNMIQUE CHECKS=@aUNIQUE CHECKS, UNIQUE CHECKS=D */;
16 752 ] SET @JILD_FOREIGMN KEY CHECKS=G@FOREIGH KEY CHECKS, FOREIGN KEY CHECKS=D +/;
17 752 ] SET @JlLD_SQL MODE=@@sqL MODE, SQL_MODE='MNO_AUTO WALUE ON ZERO' */;
18 s SET @JILD_SQL_NOTES=@a@sOL MNOTES, SQL_NOTES=D +/;
19
20
21
27
23
24 » DROP TABLE IF EXISTS “securitylewel’™;
25 752 SET @saved cs client = @@character set client */;
26 E SET character set client = utf8 */;
27 » HCREATE TABLE “securitylewvel™ (
28 “SecuritylewvelID™ int{11) NOT NULL AUTO_ IMCREMENT,
20 “SecuritylewvelWalue™ int(11) NOT NULL,
36 “Securitylevellescription™ varchar(-G) NOT NULL,
31 PRIMARY KEY (" SecuritylewvelID™)
3z ) ENGINE=InnoDB AUTO TNCREMENT=S DEFAULT CHARSET=ut f8;
33 753 SET character set client = @saved cs client */;
34
35
35
37

Figure 13: Snapshot showing portion of 01CreateSchema script for MySQL

4. Open Script titled “02CreateUserAndRoles”. Execute the script. This will create
the Application User Account and will grant needed permissions.

O2Createll serdndRoles”

O |ZFEOR| N AleSINE

® GRANT USAGE ON *.* TO 'ewav_sppuser'@' localhost' IDENTIFIED BY PASSWORD '*2470COCOSDEE42FD161EBES900SADCARECSDLIELS! |
19 ® GRANT SELECT, INSERT, UPDATE, DELETE, CREATE TEMPORARY TABLES, EXECUTE ON “ewav’ .* T0 'ewav_sappuser'@'localhost' WITH GRANT OPTION;

1z |

Figure 14: Snapshot showing portion of 02CreateUserAndRoles script for MySQL
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After executing the script, change the password for “ewav_appuser” account
using Server Administration. Provide the “ewav_appuser” username, the
password, server name and database name to the person configuring the web
application.

Note: EWAV_APPUSER is the application account that is used by the application to connect
to the database. Provide username and the password to the person configuring the
application on the web server along with the Database server name and the Database
name.

5. Open script “0O3InsertinitialRecord”. This script will add initial records for the
system to work. It adds the roles used by the product; creates the Super
Administrator user; and first organization. Before executing the script update
sections marked in red for Inserting Super Administrator user and
Organization. For Super Administrator replace following placeholders with
relevant values:

e /[*UserName*/
0 UserName has to be valid Email address. For Windows deployed mode, this
email has to be the part of Active Directory.

e /[*FirstName*/
o [*LastName*/
e /[*EmailAddress*/
e /*PhoneNumber*/
For Organization replace following placeholders with relevant values:
e /*OrganizationName?*/

e /[*Description*/ - This is optional
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USE ewav;

INSERT INTO ~“ewav” . Role” (RoleID , RoleValue , RoleDescription ) VALUES (1, 1, "Analyst');
INSERT INTO “ewav™ . Role™ (RoleID , RoleValue , RoleDescription ) WALUES (2, 2, 'Administrator’);
INSERT INTO “ewav™ . Role™ (RolelD , RoleValue , RoleDescription ) WALUES (4, 4, 'Superifdministrator’);

INSERT INTO ~“ewav™ . User”

| {Userlame
,FirstName
sLastMame
,PasswordHash
,ResetPassword
,EmailAddress
,PhoneNumber )

VALUES

INSERT INTO ~ewav . Organization”
| (Organizationlame
sDescription
JActive )
VALU

( -

73

Figure 15: Snapshot showing portion of 03InsertInitialRecord script for MySQL
Sample script is provided below:

INSERT INTO “ewav™ . user”
("EmailAddress™,
“FirstName™,

“LastName™,
“PasswordHash™ ,
“PhoneNumber ™,
“ResetPassword™,
“UserlID™,

“UserName™)

VALUES

"useremail@org.gov”,
"UserFirstName”,
"UserLastName*®,
"111-111-1111°",

11
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"useremail@org.gov”,
"UserName™

);

INSERT INTO “ewav™ . organization”
(CActive,

“Description’,

“OrganizationiD™,
“OrganizationName™)

VALUES

(
1

"Description”,
1,
"Organization Name~

);

6. Open script “04InsertintoUserOrganization”. This script creates the relationship
between User and Organization for the recently added Super Administrator and
your Organization. The first user is being assigned the role of Super
Administrator that has a Roleld of 4. To execute the script replace following
placeholders with relevant values:

e [*UserlD*/
e /*OrganizationID*/

INSERT INTO "“ewav™ . userorganization’
(" Active”,

"OrganizationlD”,

“RolelD" |

“UserID™)

VALUES

(

3

)s

Figure 16: Snapshot showing portion of 04InsertInitialRecord script for MySQL
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Value of UserID can be retrieved by opening the User table. Value of
OrganizationID can be retrieved by opening the Organization table.

Note: - If database is not visible, refresh the SCHEMAS folder. Database should appear as
shown below:-

SCHEMAS d

ewav
sakila
test
world

yYyYywyvwy 2o

Sample script is provided below:

INSERT INTO “osels_ewav™ . userorganization”
(CActive,

“OrganizationliD™,

“RolelD™,

“UserliD™)

VALUES
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3.4.1.2  Setup EWAV for PostgreSQL

1. Log in to the database server using an account which has admin privileges to

create the database.

Right click on Databases under the server and click on New Databases in
context menu

Vpghaminl T —_——

File Edit Plugins Yiew Tools Help
FOMR Y OE
)

Server Groups

=M E Servers (2)
EI |] Postgres Enterprise Manager (172.23.7.86:5433)
- @+ | Databases (5)

J-I—E Tablespaces (2)

Group Roles (4)

. - Login Roles (2)

=- |] PostareSQL 2.3 (x86) (ocalhost: 5432)

Properties | Stat

Database
[:J postgres

: [:] postgr Refresh
- 1%, Tablespacs

..... Jobs (0)

- Group Rol
[+ Login Roles

~ Mew Database...

Reports 3

Figure 17: Create new database context menu for PostgreSQL

3. Specify the name of the database as “EWAV” and owner as “postgres” and

click Ok. This should create a new database.
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. [ | New Database...

Properties | Definition | Variables | Privileges | Security Labels | S0L |

Mame EWAY

QID

Cwner postgres

Comment

&) [t

Figure 18: Create new database dialog for PostgreSQL

Highlight EWAYV database under Databases tree and select SQL Editor. This
shall open a new window as shown in the figure below to be used for other

steps.
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T pohminl T ——

e Edit Plugins View Tools

o

= E Servers (2)
EI |] Postgres Enterprise Manager (172.23.7.86:5433)
[_J Databases (&)
7= Tablespaces (2)
'g Group Roles (4)
i [-&4 Login Roles {2)
=2 |] PostgreSQL 9.3 (x86) (ocalhost: 5432)
-|=| Databases (2

3%
Jobs (0)
g Group Roles (1)
E-£A Login Roles (2)

Figure 19: Confirmation of EWAV database creation in PostgreSQL

=% Query - EWAV on postgres@localhost5432 e —

‘ :| O EWAVY on postgres @localhost: 5432 ; |

File Edit Query Favourites Macros View Help

EE 2R v P bkgem

cr ‘

| Properties | Statistics | Dependencies | Dey

Property Value
“=|Name EVWAY

== 0ID 196357
==|0Owner postgres
“=IACL

“= Tablespace pa_default

= Default tablespace pa_default
:= Encoding JTF8
= Collation Enaglish_Unite:
:=|Character type English_Unites
= Default schema public
= Default table ACL
*= Default sequence ACL
:=|Default function ACL
= Default type ACL
= Al me———— el W
'l

-—

J SQL Editor I Graphical Query Builder ]

Previous queries [

Figure 20: SQL Editor windows for PostgreSQL

5. Open the provided script namely 01CreateSchema.sqgl in relevant database
management IDE/Utility. The diagram below is a snapshot of PG Admin Il for

Postgres
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postgres:

.} Query - OSELS_EWAV on postgres@172.237.86:542
File| Edit Query Favourites Macros View Help

New window cad-N P A DR E| P (O
Open... Ctrl-O ;

Save Ctrl-S

Save as 4

Export...

Quick report...

Recent files »

Exit Ctrl-W

Figure 21: File menu to open the database script file for PostgreSQL

;.!_*3- Open query file o - ﬁ

s r = - o
UU' | I, v PostgreSQL - ‘ 4—,.| | Search PostgreSQL 2l
Organize = Mew folder =~ 0 @
< Favorites = MName Date modified Type Size
B Desktop i | || 01CreateSchema 1/17/2014 415 PM PostgreSQL
& Downloads | 02CreatelUserAndRoles 1/17/2014 4:51 PM PostgreSQL
| Recent Places || 03InsertintialRecords 1/17/2014 415PM  Postgre3QL
| D4InsertIntoUserOrganization 9/24/201310:26 AM  PostgreSQL
1 Libraries
E] Documents
J’? Music
[ Pictures
B videos
18 Computer - o i b
File name: 01CreateSchema - [Que:y files (*.sgl) VI
I Open |:| [ Cancel ]

& r

Figure 22: Open File dialog showing the available script for PostgreSQL

6. Click on the button shown below to execute the script to create the schema for
the database

| £ »[%E]a s = |
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£ Query - EWAV on postgres@1 /2.23./.806:3433 - [ChUsers\usmanmU1\Uesktop\PostgresQL\W1Create5chema.sql]

File Edit Query Favourites Macros View Help

> W& Olema| L b n|

[0 EWAVY on postgres@172,23,7.86:5433

SQL Editor | Graphical Query Builder

Previous queries [

—-- Postgre3(QL database dump

—— Dumped from database version 9.2.4
—— Dumped by pg_dump version 9.2.4
—-- 3tarted on 2013-09-05 14:01:27

SET statement_timeout = 07

SET client_encoding = "UTFE';

SET standard conforming strings = ons
SET check_function bodies = false;
SET client _min messages = warning;

—-— TOC entry 2129% (class 1262 OID 35374)

SET statement_timeout = 07

SET client_encoding = "UTFE';

5ET standard conforming strings = on:
SET check function bodies = false;
SET client _min messages = warning;

-— TOC entry 189 (class 3079 OID 11727)

-- Name: plpgsql; Type: EXTENSION; Schema: -; Owner:

Figure 23: Snapshot showing portion of 01CreateScheam script for PostgreSQL

7. Open the script titled “02CreateUserAndRoles”. Replace the Password with a
strong password that meets your organization’s password policy. Execute the
script by clicking on the button shown below. This will create the Application
User Account and will grant execute permissions on stored procedures.

P ENE
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File Edit Query Favourites Macros VYiew Help
EE|S Ol L b KBk | ¢/ O EWAV on postgres @172, 23.7.86:5433 E

SQL Editor | Graphical Query Builder

Previous queries ’

————————— Create Database User And Role —————

-— Eole: dbo
—-- LROP ROLE dbo;

CEEATE ROLE dbo
NOSUPERUSER INHERIT NOCREARTEDE NOCREATERQLE NOREFLICATION;

-- Role: ewav_appuser

-- LROP ROLE "ewav_appuser "

i3sW0rD
NOSUPERUSER INHERIT NOCREATEDB NOCREATERCLE NOREPLICATICON;
GEANT dbo I0 "ewav_appuser™;

Figure 24: Snapshot showing portion of 02CreateUserAndRoles script for PostgreSQL

Note: EWAV_APPUSER is the application account that is used by the application to connect
to the database. Provide username and the password to the person configuring the
application on the web server along with the Database server name and the Database
name.

8. Open script “03InsertinitialRecord”. Execute this script by clicking on the button
shown below. This script will add initial records for the system to work. It adds
the roles used by the product; creates the Super Administrator user; and first
organization. Before executing the script update sections marked in red for
inserting Super Administrator user and Organization. For Super Administrator
replace following placeholders with relevant values:

e /[*UserName?*/
0 UserName has to be valid Email address. For Windows deployed mode, this
email has to be the part of Active Directory.

e [*FirstName*/
e /[*LastName*/
e [*EmailAddress*/

e /*PhoneNumber*/
For Organization, replace following placeholders with relevant values:
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e /*OrganizationName®*/

e /[*Description*/ - This is optional

| o] > e = |

| £ b kg te

= B O\ &

[ EWAY on postgres@172.23.7.86:5433

SQL Editor | Graphical Query Builder

reWousqueﬂes[

-- TOC entry 2111 {class 0 OID 35952}
—- Dependencies: 170

—- Data for Name: Role; Type: TRBLE DATA; Schema:

INSERT INTO "Role"™ (roleid, rolevalue, roledescription) VALUES (1,
INSERT INTO "Role"™ (roleid, rolevalue, roledescription) VALUES (2,
INSERT INTO "Role"™ (roleid, rolevalue, roledescription) VALUES (4,

———————— Insert Ewav Super User --——-————-
INSERT INIC "User"
=] (username
Eiratname
. lastname
. pasawordhash
, resetpagsword
,emailaddreas
= . Phonenumber)
VAL
El (/*UserName*/,
/*FiratHame*/,
/*Lastlame*/,

"
'

IRUE,

/*EmailRddress*/,

/*PhoneNumber*/ };

———————— Insert organization ————-———-
INSERT INTC crganization
{crganizaticnname
descripticon
active)
VALUES

(/*0rganizationName*/,
/*Description*/,

=

public; Owner: postgres

'Analyst');
'Administrator');
'SuperAdministrator');

e Ra

Figure 25: Snapshot showing portion of 03InsertInitialRecord script for PostgreSQL

Sample script is provided below:

INSERT INTO "‘User™
(username
,Firstname
, lastname
,passwordhash
, resetpassword
.emai laddress
,phonenumber)

VALUES

(“useremail@org.gov
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, "UserFirstName*®
, “UserLastName*

. TRUE
, "useremail@org.gov®
,"111-111-1111%);

INSERT INTO organization
(organizationname
,description
,active)

VALUES
("Organization Name®
, "Description”
,TRUE) ;

9. Execute 04InsertintoUserOrganization script; this script will create the
relationship between User and Organization. By default the user created will be
super administrator with Roleld ‘4’. This authority is needed for a user to add
other organizations and users. Like other scripts, place holders need to be
changed here as well. These place holders are Userld and Organizationld.
Value of Userld can be retrieved from User table and value of Organizationld
can be retrieved from Organization table.

oA IR Ol O b gk | ¢ [ EWAV on postares@172.23.7.86:5433

SQL Editor | Graphical Query Builder

revious gueries [

EHINSERI INTO usercrganization(
L=

1120004 A L L L L | L o | r-1--i-t-r.:|

= VALUES (/*UserID*/,
S*0rganizationId#*/,

TRUE) ;

Figure 26: Snapshot showing portion of 04InsertintoUserOrganization script for PostgreSQL

Note: if Database is not visible. Right click on Databases folder and click Refresh. It should
appear as shown below:-
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File Edit Plugins VYiew Tools Help

Server Groups
E| Servers (2)
= :] Postgres Enterprise Manager

ool

=] Databases (G

""" Refresh

----- Mew Database...

Sample script is provided below:

INSERT INTO userorganization(
userid,
organizationid,
roleid,
active)
VALUES (1,
1,
4,
TRUE) ;

3.4.2 Application setup

The deployment package comes with “Application” folder containing all the files
needed for configuration of Epi Info Web Analytics and Visualization product on
the web server. The product can be configured to work as an Intranet application
that uses Windows Authentication for authenticating the user. In case you plan to
deploy the product as an outward facing application on public facing server then
the product can be configured as Forms authenticated application that prompts the
user to provide username and password before using the application. Once you
have made the decision about the type of configuration needed for your
organization the instructions for configuration are provided in the sub sections
provided below:

o Configure the application for Windows Authentication - Section 3.4.2.1
o Configure the application for Forms Authentication — Section 3.4.2.2

3.4.2.1  Configure the Application for Windows Authentication

The person installing and configuring the application should have administrative
access on the web server and should have full access and privileges to create a
web application in Internet Information Services (lIS).
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The application and services configuration results in Epi Info™ Web Analytics &
Visualization Web product being configured as a web application on the Internet
Information Services (IIS).

1. Create a folder called “EWAV” under “intepub\wwwroot.”

2. Copy the content of the folder “"EWAV\Application” (and not the folder itself) to
the “inetpub\wwwroot\Ewav” folder.

3. Create an application named “EWAV” in IS by right clicking on “EWAV” folder
under Sites and select Convert to Application

a- @/ Sites
4 &) Default Web Site
: | aspnet_client
o 177 Ewaw
i Explore

Edit Permissions...

Convert to Application
Add Application...
# AddVirtual Directory...

Manage Folder k
i3 Refresh

Switch to Content View
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4. Make sure that the site is configured to run on an Application pool that is
configured to use .NET 4.0. You can use one of the default application pools
called Default Web Site or Default AppPool. This application pool uses a
Managed Pipeline Mode of Integrated Authentication.

U:_J' Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are assacisted with worker processes, conkain one or mare applcations, and provide isolation amang
different applications.

Filker: = G0+ g Show Al |Gmup byt Mo Grouping =
Hame = | Status | JMET Framework Yersion | Managed Pipeline Mode | Identit | Applications
,=’=:"ASP.NET w0 Started w40 Integrated ApplicationPoolldentity ]
L/ASPNET w0 CL., Starked w40 (Classic ApplicationPoolldentity ]
L Classic NET &pp... Started w40 (Classic ApplicationPoolldentity ]
QDefau\t WebSke  Started w40 Integrated #ApplicationPoolidentity 25
QG I = = R B it £pplic ation Pool 12 x]| ApplicationPoolidentity 1

Dame:

I:Jefau\t Wb Site

JHET Framewatk wersion:
| RET Framawork 4.0, 30319 =

Managed pipeline mode:

Integrated M

¥ start application poal immediately

Cancel

Figure 27: Application pool configured using .NET 4.0

5. Follow the steps provided below to configure application to run using Windows

Authentication by configuring the settings of the application pool the application
will use.

a. Highlight the application pool.
b. Click on advanced settings on right hand side of the IIS Manager.

- Actions
UJ‘ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or S s oL S
more applications, and provide isolation among different applications.

Application Pool Tasks
Filter: - Go - iz Show All | Group by: Ne Grouping =
E s
Name ’ Status .MET Fram... Managed Pipel... Identity Applications 5 o
QASP.NET‘M.O Started w40 Integrated ApplicationPoolldentity 0 Edit Apnlication Pool
DASP.NET 0 Cl.. Started 0 Classic ApplicationPoolldentity 0 R
QDefaultAppPool Started w40 Integrated MetworkService 3 ) §

Figure 28: Application pool properties for windows authentication site
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c. Under Process Model section click on Identity value. A popup will
appear as shown below. Select Network Service and Click OK.

Advanced Settings K Ed

E CrPu =
Lirnit u]
Lirnit Action Modckion

I Limit Interwal (minukes) 5

Processor Affiniky Enabled False
Processor Affinitky Mask, 4294067295

E Process Model
Idenkity ApplicationPoolIdentity
Idle Time-out {minutes) Z0

Load User Profile Application Pool Identity EHE3 |

azirnum Worker Processes
Fing Enabled &+ Built-in account:
Ping Maxirmum Response Time (e
PFing Period {secaonds)
Shutdown Time Limit {seconds)
Startup Time Limit (seconds)

El Process Orphaning I
Enabled
Executable
Executable Parameters

Bl Rapid-Fail Protection Ok I Cancel | o

"Service Unavailable” Response T

™ Cuskom accountk:

ek,

Enabled True
Failure Inkerval {minukes) 5
Maxirmum Failures 5
! Shutdown Executable
Shutdown Executable Parameters -
Identity

[identityTyvpe, username, password] Configures the application pool ko run as built-in account, i.e. &pplication Poal Idenkity
(recommended), Metwork Service, Local Svskem, Local Service, or as a specific user identiky,

(0] 4 Zancel |
&

Figure 29: Setting Identity value for windows authentication application
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6. For the application pool set 32-bit applications feature to on (True) in the

Advance Settings as shown the screenshot below.

Advanced Settings

4 [General] -
MET CLR Wersion w40
True Izl |
Managed Pipeline Maode Inteqrated
Marre DefaultippPool =
Queue Length 1000
Start hode OnDemand
4 CPU
Lirnit {percent) Q
Limit &ction Modction
Lirnit Intereal {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204067205
Processor Affinity Mask (64-hit ¢ 423967295
4 Process Model
Generate Process Model Bvent L
Identity ApplicationPoolldentity
Idle Tirme-out {minutes) 0
Idle Tirme-out Action Terminate hd

Enable 32-Bit Applications

B

[enable32Bitd&ppOntiingd] If setto true for an application pool on a B4-bit
operating system, the worker process(es) serving the application pool will
be in WO Qlfindows on WindowsBd) mode, Processes in WiOWed mo...

Figure 30: Setting Identity value for windows authentication application

0] ‘ | Cancel
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7. Make sure the site uses Windows authentication only. For this select the site
under Default Web Site and click on Authentication in the Features View.

&) /EWAV Home

[

Filker: -

5o~ g Show Al | Group byt No Grouping = |23~

Feature Name =

| Drescripkion | -

|58, MET Authorization Rules
&5 NET Campilation
(& |.MET Error Pages
& MET Globalization
[ ET Profile
[Eh MET Trust Levels
[+ Application Settings
= A authentication
™ Bit Rate Thraotting
|l Compression
D Configuration Editor
ak| Conneckion Skrings
| @ Defaul Documnent
,_-' Directory Browsing
[4 |Error Pages
2 |Handler Mappings
L HTTP Response Headers
ELNE Smaath Skreaming Publishing Poinks
D Logging
fl?Machine Kew
= MIME Types
‘=i Modules
;k.;iOutput Caching
B Pages and Contrals
+= Request Filkering
E(} Session State
rﬂ Smookh Streaming Presentations
=4 SMTP E-mail

Configure rules for authorizing users to access Web sites and applications

Canfigure properties for compiling managed code

Configure pages ko return when errors occur

Canfigure globalization properties for managed code

Configure options that track user-selected preferences in ASP.MET applications
Canfigure trust-level policy files and the selected trust level For ASP.MET applications.
Canfigure name and value pairs for managed code bo use at runtimne

Canfigure the per-response bit rate to deliver media or data files

Configure settings to compress responses

Provides a generic Configuration Editar

Configure skrings that Web sites and applications can use to connect to data sources
Canfigure default files ko return when clients do not specify a file in a request
Configure infarmation ko display in a directory lisking

Canfigure pagas ko return when errars occur

Specify resources that handle responses for specific request types

Canfigure HTTP headers that are added to responses From the Web server

Configure and manage Live Smoath Skreaming publishing poinks

Configure howe 115 logs requests on the Web server

Canfigure hashing and encryption settings For managed application services

Configure extensions and associaked content bypes that are served as static files
Canfigure native and managed code maodules that process requests on the Web server
Specify rules For caching served content in the output cache

Canfigure properties for pages and contraols in ASF.MET applications

Idse this Feature to configure Filkering rules

Canfigure session state settings and Forms authentication cookie settings

Manage Smooth Streaning presentations

Canfigure e-mail address and delivery options to send e-mail From Web applications j

Figure 31: Choosing authentication setting

8. In the Authentication View, click on Windows Authentication and then click on
Enable in Actions on right hand side.

&) Authentication
LES Enable
Group by: Mo Grouping - 9 Help
Name | Status | Response Type Online Help
Anonymous Authentication Disabled
ASP.MET Impersonation Enabled
Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
i HTTP 401 Challenge
Figure 32: Enabling windows authentication setting
Revision Date: 5/8/2014 1:47:00 PM Page 37 of 55



Epi Info™ Web Analytics and Visualization — Deployment Guide

9. If Forms Authentication is "Enabled”, make sure that it is set to "Disabled". Also
disable Anonymous Authentication, Basic Authentication and Digest
Authentication if present. Once the site has been configured to use Windows
Authentication the Authentication View may look like the Figure shown below:

£  Authentication

Group byt Mo Grouping <

Mame = I Status Response Type I
Anonymous Authentication Disabled

ASP.MET Impersonation Enabled

Basic Authentication Disabled HTTP 401 Challenge

Digest Authentication Disabled HTTP 401 Challenge

Farms Authentication Disabled HTTP 302 LoginiRedirect
Windows Authentication Enabled HTTP 401 Challenge

Figure 33: Confirming enabled and disabled authentication types

10.Open the web.config file in EWAYV folder under “inetpub/wwwroot/EWAV” for

editing in your preferred editor.

. DatabaseScripts
. EpiDashboard

9/13/2013 6:37 PM File folder

9,/13/2012 6:37 PM File folder

.j Error 8/13/2013 1:42 PM ASP.MET Server Pa... 2 KB
.j Ewav /2272013 4:24 PM ASP.MET Server Pa... 4 KB
B header_bg 8/13/2013 1:42 PM PMG image 3 KB
|| ReadMe-1st T/22/2013 4:24 PM Text Document 2 KB
Silverlight T/22/2012 4:24 PM JScript Script File 8 KB
5% Web 91372013 5:58 PM XML Configuratic... 10 KB
Figure 34: Web.config file for an integrated application under the file system of the web server
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11.Validate that the authentication mode is set to “Windows” in the web.config file

in the
<!--

following section
Only valid values for authentication are Windows, Forms-->

<authentication mode="Windows">

12.Update Email notification section in the web.config file.
<!--Email notification-->

<add
<add
<add
<add
<add
<add
<add
<add

key="EMAIL_USE_AUTHENTICATION" value="FALSE"/>
key="EMAIL_USE_SSL" value="FALSE"/>
key="EMAIL_SUBJECT" value="XXXXXXXXXXXXX"/>
key="EMAIL_FROM" value="XXXXXXXXXXXXXXXXXX" />
key="EMAIL_PASSWORD" value="XXXXXXXXXXXXXX" />
key="EMAIL_TO" value="XXXXXXXXXXXXXX"/>
key="SMTP_PORT" value="XXXXXXXXXX"/>
key="SMTP_HOST" value="XXXXXXXXXXXXX"/>

EMAIL_USE_AUTHENTICATION: The default value is FALSE. Change this
to TRUE if authentication is used.

EMAIL_USE_SSL: The default value is FALSE. Change this to TRUE if SSL
is used.

EMAIL_FROM: Provide an email address that can be used for the FROM part
of the email.

EMAIL_PASSWORD: A value needs to be provided here only if the
EMAIL_USE_AUTHENTICATION is TRUE in step 6a above.

SMTP_PORT: The system uses the default value of 25. Only provide a port
number if the port number is other than 25.

SMTP_HOST: This value has to be provided. This should be the name of the
SMTP server used by the organization.

13.Update the password policy section to reflect the password policy for your
organization. This policy will be used by users created in EWAV system.
Following is the example of default password policy.

<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add

key="PasswordMinimumLength" value="6" />
key="PasswordMaximumLength" value="10" />
key="NumberOfTypesRequiredInPassword" value="3" />
key="TotalNumberOfTypesInPassword" value="4" />
key="UseNumbers" value="true" />
key="UseUpperCase" value="true" />
key="UseLowerCase" value="true" />
key="UseSymbols" value="true" />

key="Symbols" value="@#$|{}*" />
key="RepeatCharacters" value="true" />
key="ConsecutiveCharacters" value="false" />
key="UseUserIdInPassword" value="false" />
key="UseUserNameInPassword" value="false" />
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o PasswordMinimumLength: The default minimum length is 6. Change this to
meet your organizations requirements.

e PasswordMaximumLength: The default maximum length is 10. Change this to
meet your organizations requirements.

e NumberOfTypesRequiredinPassword: The default value is 3. Change this
meet your organizations requirements.

o TotalNumberOfTypesinPassword: The system supports alphanumeric
characters and symbols making a total of 4 types, namely numbers, upper
case, lower case and symbols.

e UseNumbers: The default value for using numbers 0-9 is “TRUE”. Change
this to meet your organizations requirements.

o UseUpperCase: The default value for using characters A-Z is “TRUE".
Change this to meet your organizations requirements.

e UselLowerCase: The default value for using character a-z is “TRUE”. Change
this to meet your organizations requirements.

o UseSymbols: The default value for using symbol is “TRUE”. Change this to
meet your organizations requirements.

e Symbols: The default list of symbols supported by the product is “@#$|{}*\".
Change the symbol list to meet your organizations requirements.

o RepeatCharacters: The default value for repeating characters in the
password is “TRUE". Change this to meet your organizations requirements.

e ConsecutiveCharacters: The default value for consecutive characters in the
password is “FALSE”". Change this to meet your organizations requirements.

o UseUserldinPassword: The default value for using User Id in password is
“FALSE". Change this to meet your organizations requirements.

o UserUserNamelnPassword: The default value for using user name in
password is “FALSE”. Change this to meet your organizations requirements.
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14.Use the encryption utility to generate keys Section. Refer to EWAV Encryption
Utility Help document for instructions on generating keys

[ Ewav Encryption Utility =NACIN X

SaltKey

Free Text | E| E|

sLFoRFyKLCTA%hjwjON4XifzYtkQ

Cutput
Passphrase
<!—— Encryption keys ——»
atKjwl1YhPv347161Q8aEophlSm <!-- Created 1/17/2014 1:27 EM by agnihotrisdl -->
<!—— GUID: Z23F0R40D-30EZ-45BE-B491-9%96317ER9163 —->
el <!-- WARNING: -->
SaltValue <!-- Once users, datasources or connection strings have been added to the database these
<!== If these keys are modified all existing encrypted date will be invalid. -->
LwKTr/KYSILBwtDVIvrO9zwXx 1f <!-- WARNING: -->
- <add key="HeyForUserPasswordSalt™ walue="sLFoRFyKLCT4%hjwi 0N4Xifz¥rkQrDdECIgbuGRuGRRegQyY
Vector <add key="KeyForConnectionStringPassphrase” valus="atKjwllYhFv94716103aEophUSmZmz+SVEMzD
<add key="KeyForConnecticnStringSzalt"” walue="LwKIr/KYSILBwtIDVIvEO9zwExl1f101FiUMgwTtid2Ls
Z5AIQtsT7abhFewk/ <add key="KevyForConnecticnStringVector™ wvalue="Z5AI0ts7athFewH/" i
| <add kev="MetaDataConnectionString” walue="rZfSzuM3iMim96TWalortODo6ofMI3MVTIIwriOvCE0dtd
Load

Ly | Results copied to clipboard
Create new keys

W

Figure 35: Generating the application encryption keys using EWAV Encryption utility for windows authentication
application

15. Copy the section outputted in the Output text box by clicking the copy button
shown with red rectangle. Replace the section shown below found under
“Encryption Keys” in your web.config file with your copied text.

[ Ewav Encryption Utility = &

Saltkey Free Text E| E|
sLFoRFyKLCTAShjwjOMN4XifzYtkQ
Output
Passphrase
<!-— Encryption keys ——»
atkjwl1YhPva 61Q8aEophUSm <!-- Created 1/17/2014 1:27 FM by agnihotrisdl -->
<!—— GUID: 23FO0R40D-30EZ-45BE-B491-%56317ER9163 —->»
A <!-- WARNING: -->»
SaltValue <'—- Once users, datasources or connection strings have been added to the database these
<!—— If theae keyz are modified all existing encrypted date will be invalid. -->
LwKTr/KYSILBwtDVIvrO9zwXx 1f <!-- WARNING: -->
: <add key="HeyForUserPasswordSalt™ walue="sLFoRFyKLCT4%hjwi 0N4Xifz¥rkQrDdECIgbuGRuGRRegQyY
Vector <add key="KeyForConnecticnStringPasaphrase” wvalue="atKjwllYhPv9471£1028aEophUsmimz+3VEMzD
<add key="HEeyForConnectionStringSalt" walue="ILwKIr/KY9ILBwtIDVIvr0Szwixlf101FiUMowTtid2Ls
Z5AIQtsT7abhFewk/ <add key="KevyForConnecticnStringVector™ wvalue="Z5AI0ts7athFewH/" i
<add kev="MetaDataConnectionString” walue="rZfSzuM3iMim96TWalortODo6ofMI3MVTIDwriOvCE0dtd
load |
L1y | JResults copied to dlipboard
Create new keys

Figure 36: Copying the keys section to update the keys section in the provided web.config file for windows
authentication application

<!-- Encryption keys -->
<!-- Created 1/17/2014 1:27 PM by userdl -->
<!-- GUID: 23FOA40D-30E2-45BE-B491-996317EA9163 -->
<!-- WARNING: -->
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<!--
Once users, datasources or connection strings have been added to the databa
se these keys *cannot* be modified. -->

<!--
If these keys are modified all existing encrypted data will be invalid. --
>

<!-- WARNING: -->

<add key="KeyForUserPasswordSalt" value="sLFoRFyKLCT49hjwjON4XifzYtkQrDd
BOOgbuGRUGRRegQYV4EydWV5Q5yGVOECOTY0q5a0UbbRIN81xQbDuQWjYf6VkaglLg/1dQCuutN9i
VtDZQbe8d1lJL@aAhLbFantM@13g==" />

<add key="KeyForConnectionStringPassphrase" value="atKjwllYhPv947161Q8aE
ophUSm2mz+9VkMzDgzRgscoPsRYJ2/vRs7eJTf43X6r/PiBQS2Pb991z0ABDAVXfmwToqlQXDgov
FCZP+axtIN1w9vbidyz9cGOTy3LNjxCYuMoIw==" />

<add key="KeyForConnectionStringSalt" value="LwKTr/KYSILBwtIDVIvVr09zwXx1l
f101FiUMgwTti82LCYOErdrrdu45vaVQntXe6kDOJjK1RXkLL8HdmuzPSEYsvtIKDIQ8SGdAtzHW
pYrpkdXmcd5bi/pLO4AUdL1H3f2Zfpzg==" />

<add key="KeyForConnectionStringVector" value="Z5AIQts7a6hFewK/" />

NOTE: The keys are the most critical piece of the system. Please make an
archive of these keys and save it at a safe location in case they are
lost/changed/updated in web.config file by mistake

16. Create MetaDataConnectionString for the type of database you are using and
replace the relevant section marked in yellow as shown below

a. SQL Server

Data Source= DATABASE_SERVER_NAME;Initial Catalog=
DATABASE_NAME;Persist Security Info=True;User ID=
APPLICATION_ACCOUNT;Password= PASSWORD_FOR_ACCOUNT

b. MySQL
Server= DATABASE_SERVER_NAME; Port=3306 ;Database=
DATABASE_NAME;Uid= APPLICATION_ACCOUNT;Pwd=
PASSWORD_FOR_ACCOUNT;

c. PostGreSql
Server= DATABASE_SERVER_NAME;Port=5433;Database=
DATABASE_NAME;User Id= APPLICATION_ACCOUNT;Password=
PASSWORD_FOR_ACCOUNT;

Below is an example of connection string for SQL Server after removing the
sections marked in yellow.

Data Source=SQLServer;Initial Catalog=EWAV;Persist Security
Info=True;User ID=ewav_appuser;Password=P@ssWO0rD
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17.Use the encryption utility to encrypt the values of MetaDataConnectionString
created in the step above using the encryption keys you had generated. The
encryption keys should still be available in you're the utility if you have not
closed it. In case you have closed the utility refer to EWAV Encryption Utility
document on how to get back the keys.

- ~
@ Ewav Encryption Utility (=] B [
':'E'.' — —

’ Free Text | Data Source=5QLServerInitial Catalog=EWAV:Persist Security Info=True;User ID=ewav_appus: E | D |
1 F6TTY/ciQni/FHYOLH7g+
Cutput
Passphrase
l Mmdzml WGVtchSagndRe7W+bJDdaPeQlUfcR0a2dpVa/GUEDa3JeUiIP24+fudlglb 2 frOtUEnTx03Cpd0VErRPgFj k2
|Ez RFHNxBR7OQSgrm =
SaltValue
I3mile DeGWdTVrMxCQ
Goup33hyUXS5guTj+
Load | |—|
u l Create new keys

Figure 37: Encrypting connection string using EWAV Encryption utility for windows authentication application

18.Ewav uses the Microsoft Bing Maps API in its Case Cluster Map gadget. You
must create a unique key for your web server on Microsoft’'s Bing Maps portal
page here: http://www.bingmapsportal.com/. A Microsoft account is required
to use the portal page. If you do not have a Microsoft account you will be
prompted to register for one.

Once you have created a key for the Bing Maps API the web.config must be
updated with this entry:
<add key="KeyForBingMaps"™ value="(Your key goes here)" />

3.4.2.2  Configure the Application for Forms-based Authentication

The person installing and configuring the application should have administrative
access on the web server and should have full access and privileges to create a
web application in Internet Information Services (11S).

The application and services configuration results the Epi Info Web Visualization
Web application being configured as a single integrated application on the Internet
Information Services (IIS).
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1. Create a folder called “EWAV” under “intepub\wwwroot.”

2. Copy the content of the folder “"EWAV\Application” (and not the folder itself) to

the “inetpub\wwwroot\Ewav” folder.

3. Create an application named “EWAV” in 1IS by right clicking on “EWAV” folder

and select Convert to Application

4.6 Sites

4 ) Default Web Site
| aspnet_client

o 7] Ewanye

o Explore
Edit Permissions...

r' Convert to Application

<" Add Application...

# AddVirtual Directory...
Manage Folder 2

kg3 Refresh

Switch to Content View

4. Make sure that the site is configured to run on an Application pool that is
configured to use .NET 4.0. You can use one of the default application pools
called Default Web Site or Default AppPool. This application pool uses a
Managed Pipeline Mode of Integrated Authentication.

Ul' Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are assacisted with worker processes, conkain one or mare applcations, and provide isolation amang

different applications.

Filker: = G0+ g Show Al |GmuD byt Mo Grouping
Hame = | Status | JMET Framework Yersion | Managed Pipeline Mode | Identit | Applications
,=’=:"ASP.NET w0 Started w40 Integrated ApplicationPoolldentity ]
LYASPMNET w40 Cl,, Started w40 (Classic ApplicationPoolldentity ]
L Classic NET &pp... Started w40 (Classic ApplicationPoolldentity ]
QDefau\t WebSke  Started w40 Integrated #ApplicationPoolidentity 25
QG I = = R B it £pplic ation Pool 12 x]| ApplicationPoolidentity 1

Iame:

I:Jefau\t Wb Site

JHET Framewatk wersion:

[ HET Framsork v4.0.30313

Managed pipeline mode:

Integrated M

¥ start application poal immediately

Cancel
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Figure 38: Application pool configured using .NET 4.0

4 [Generall a
MET CLR Wersion v4.0
Enable 32-Bit Applications True |E| |
Managed Pipeline Maode Inteqrated
Marme DefaultlppPool =
Queue Length 1000
Start Mode OnDemand
4 CPU
Lirnit {percent) Q
Lirnit Action Molction
Lirmnit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204067205

Processor Affinity Mask (64-hit ¢ 423967295
4 Process Model

Generate Process Model Event L

ldentity ApplicationPoolldentity
Idle Tirme-out {minutes) 0
Idle Tirme-out Action Terminate hd

Enable 32-Bit Applications

[enable32BitbppOniingd] If set to true for an application pool on a 64-bit
operating systern, the worker process(es) serving the application poal will
be in WO Qlfindows on WindowsBd) mode, Processes in WiOWed mo...

oK ‘ | Cancel

Figure 39: Setting Identity value for windows authentication application

5. For the application pool set 32-bit applications feature to on (True) in the
Advance Settings as shown the screenshot below.

Advanced Settings _

6. Make sure the site uses Anonymous authentication only. This is the default
setting when the site is configured in 1IS.
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‘-ﬁ Authentication

L=
Group by Mo Grouping =
Enabled
ASP.MET Impersonation Disabled
Forms Authentication Enabled HTTP 302 LogingRedirect
Windows Authentication Disabled HTTP 401 Challenge

Figure 40: Application configured with Anonymous Authentication Enabled

7. Open the web.config file in EWAYV folder under “inetpub/wwwroot/EWAV” for
editing in your preferred editor.

. DatabaseScripts 9,/13/2012 6:37 PM File folder

J EpiDashboard 9/13/2013 6:37 PM File folder
,j Error 81372013 1:42 PM ASP.MET Server Pa... 2 KB
E| Ewav 71/22/2013 4:24 PM ASP.MET Server Pa... 4 KB
B header_bg 8/13/20131:42 PM PMG image 3KB
|| ReadMe-1st T7/22/2012 4:24 PM Text Docurment 2 KB
Silverlight T/22/2012 4:24 PM JScript Seript File 8 KB
i Web 9/13,/2013 5:58 PM XML Configuratio... 10 KB

Figure 41: Web.config file for a forms authentication application

8. Validate that the authentication mode is set to “Forms” in the web.config file in

the following section

<!-- 0Only valid values for authentication are Windows, Forms-->
<authentication mode="Forms">

9. Update Email notification section in the web.config file
<!--Email notification-->
<add key="EMAIL_USE_AUTHENTICATION" value="FALSE"/>
<add key="EMAIL_USE_SSL" value="FALSE"/>
<add key="EMAIL_SUBJECT" value="XXXXXXXXXXXXX"/>
<add key="EMAIL_FROM" value="XXXXXXXXXXXXXXXXXX"/>
<add key="EMAIL_PASSWORD" value="XXXXXXXXXXXXXX"/>
<add key="EMAIL_TO" value="XXXXXXXXXXXXXX"/>
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<add key="SMTP_PORT" value="XXXXXXXXXX"/>
<add key="SMTP_HOST" value="XXXXXXXXXXXXX" />

EMAIL_USE_AUTHENTICATION: The default value is FALSE. Change this
to TRUE if authentication is used.

EMAIL_USE_SSL: The default value is FALSE. Change this to TRUE if SSL
is used.

EMAIL_FROM: Provide an email address that can be used for the FROM part
of the email.

EMAIL_PASSWORD: A value needs to be provided here only if the
EMAIL_USE_AUTHENTICATION is TRUE in step 6a above.

SMTP_PORT: The system uses the default value of 25. Only provide a port
number if the port number is other than 25.

SMTP_HOST: This value has to be provided. This should be the name of the
SMTP server used by the organization.

10.Update the password policy section to reflect the password policy for your
organization. This policy will be used by users created in the EWAV system.

<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add

key="PasswordMinimumLength" value="6" />
key="PasswordMaximumLength" value="10" />
key="NumberOfTypesRequiredInPassword" value="3" />
key="TotalNumberOfTypesInPassword" value="4" />
key="UseNumbers" value="true" />
key="UseUpperCase" value="true" />
key="UseLowerCase" value="true" />
key="UseSymbols" value="true" />

key="Symbols" value="@#$|{}*" />
key="RepeatCharacters" value="true" />
key="ConsecutiveCharacters" value="false" />
key="UseUserIdInPassword" value="false" />
key="UseUserNameInPassword" value="false" />

PasswordMinimumLength: The default minimum length is 6. Change this to
meet your organizations requirements.

PasswordMaximumLength: The default maximum length is 10. Change this to
meet your organizations requirements.
NumberOfTypesRequiredinPassword: The default value is 3. Change this
meet your organization’s requirements.

TotalNumberOfTypesinPassword: The system supports alphanumeric
characters and symbols making a total of 4 types, numbers, upper case,
lower case and symbols.

UseNumbers: The default value for using numbers 0-9 is “TRUE”. Change
this to meet your organization’s requirements.

UseUpperCase: The default value for using characters A-Z is “TRUE”".
Change this to meet your organization’s requirements.
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o UselowerCase: The default value for using character a-z is “TRUE”. Change
this to meet your organization’s requirements.

e UseSymbols: The default value for using symbol is “TRUE”. Change this to
meet your organization’s requirements.

e Symbols: The default list of symbols supported by the product is “@#$|{}"\".
Change the symbol list to meet your organization’s requirements.

o RepeatCharacters: The default value for repeating characters in the
password is “TRUE”. Change this to meet your organization’s requirements.

e ConsecutiveCharacters: The default value for consecutive characters in the
password is “FALSE”". Change this to meet your organization’s requirements.

e UseUserldInPassword: The default value for using User Id in password is
“FALSE". Change this to meet your organization’s requirements.

e UserUserNamelnPassword: The default value for using user name in
password is “FALSE”. Change this to meet your organization’s requirements.

11.Use the encryption utility to generate keys Section. Refer to EWAV Encryption
Utility Help document for instructions on generating keys.

e ~
¥ Ewav Encryption Utility (=] B s
~althey Free Text | E | D |
sLFoRFyKLCTAShjwjOMN4XifzYtkQ
Cutput
Passphrase
<!=- Encryption keys -->
4716IQ8aEophUS <! C:Eateci 1;"_”.‘!%-3'.’: 1:27 BM _'93: agr‘.ihf_\tris-_:'_ -
<! GUID: 23F0R40D-30EZ-45BE-B491-9%%6317ER9163 -->»
<!-- WARNING: -->
<!-- Once users, datasources or connection strings have been added to the database these
<!—— If these keys are modified all existing encrypted data will ke inwvalid. -->

LwKTr/KYSILBwtIDVIvrO9zwXx1f t hARNII‘G -

1 :Da -:phL.:mamz kaldzD
_er. wAK1E101FiUMgwTtig2L
/" i

ingSalt"™ wali
ingVector™ wvalue=

Z5AIQtsTabhFewk/ <add kex— ey EIQ s7a6hF

<add kev="MetaDataCconnectionString" value="rZIiSzuM53iMimSeTWalotODobofMIIMV7SDwriOvCildtd

load |
Cry | Results copied to clipboard

Create new keys

Figure 42: Generating the application encryption keys using EWAV Encryption utility for forms authentication
application

12.Copy the section generated in the Output text box by clicking the copy button
highlighted in red below. Replace the section shown below found under
“Encryption Keys” in your web.config file with your copied text.
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-

) Ewav Encryption Utility

SaltKey
sLFoRFyKLCTAShjwjOMN4Xifz Ytk
Passphrase
atKjwl1YhPv84716IQBaEophUSm
SaltValue

LwKTr/KYSILBwtIDVIvrOGzwXx1f

Vector

Z3AIQts7abhFewK/

Load

Free Text E] E]

Cutput

<!—— Encryption keys ——>

<!-— Created 1/17/2014 1:27 PM by agniheotrisdl --»

<!-- GUID: Z23F0R40D-30EZ-45BE-B491-%%6317ERA9163 —->»

<!—— WABNING: -->

<!—-— Once users, datasources or connection strings have been added to the database these
<!—— If these keys are modified all existing encrypted data will be invalid. -->

<!—— WABNING: -->

<add key="HEeyForUszserPasswordSalt™ walue="3LFoRFyKLCT49hjw] 0N4Xifz¥rkQrDdBOOgbusRuGRRegQY
<add key="KeyFocrConnecticnStringPassphrase” value="atKjwllYhPv94716103aEophUSmZmz+SVEMzD
<add key="EeyForConnecticn3tringSalt"™ wvalue="ILwKIr/KYSILBwtIDVIvrO8zwixlf101FilUMowItidzaLs
<add key="HEeyForConnecticnStringVector" value="25ATQts7achFewK/" I3

<add kev="MetaDataConnectionString” walue="rZf5zuM3iMim36TWalortODo6ofMIIMVTIIwriOvCE0itd

[E Results copied to clipboard
Create new kays

"

Figure 43: Copying the keys section to update the keys section in the provided web.config file for forms

authentication application

<!-- Encryption keys -->
<!-- Created 1/17/2014 1:27 PM by userdl -->
<!-- GUID: 23FOA40D-30E2-45BE-B491-996317EA9163 -->

<!-- WARNING:
<!--

-->

Once users, datasources or connection strings have been added to the databa
se these keys *cannot* be modified. -->

<!--

If these keys are modified all existing encrypted data will be invalid. --

>
<!-- WARNING:

-->

<add key="KeyForUserPasswordSalt" value="sLFoRFyKLCT49hjwjON4XifzYtkQrDd
BO@gbUuGRUGRRegQYV4EydWV5Q5yGVOECOTY0q5a0UbbRIN81xQbDuUQW]YF6Vkaglg/1dQCuutNoi
VtDZQbe8dlJL@aAhLbFantM@13g==" />

<add key="KeyForConnectionStringPassphrase" value="atKjwllYhPv947161Q8aE
ophUSm2mz+9VkMzDgzRgscoPsRYJ2/vRs7eJTf43X6r/PiBQS2Pb991z0A@DAVXFfmwToqlQXDgov
FCZP+axtIN1w9vbidyz9cGOTy3LNjxCYuMoIw==" />

<add key="KeyForConnectionStringSalt" value="LwKTr/KY9ILBwtIDVIvr09zwXx1
f101FiUMgwTti82LCYOErdrrdud45vaVQntXe6kDOJ jK1RXkLL8HdmMuzPSEYsvtIKDIQ8SGdAtzHW
pYrpkdXmcd5bi/pL04UdL1H3f2ZfpZg==" />

<add key="KeyForConnectionStringVector" value="Z5AIQts7a6hFewK/" />

NOTE: The keys are the most critical piece of the system. Please make up
an archive of these keys and save it in a safe location, in case they are
lost/changed/updated in web.config file by mistake.

13.Create a MetaDataConnectionString for the type of database you are using by
replacing the section highlighted in yellow, in the plain text connections string.

a. SQL Server

Revision Date: 5/8/2014 1:47:00 PM

Page 49 of 55




Epi Info™ Web Analytics and Visualization — Deployment Guide

Data Source= DATABASE_SERVER_NAME;Initial Catalog=
DATABASE_NAME;Persist Security Info=True;User ID=
APPLICATION_ACCOUNT;Password= PASSWORD_FOR_ACCOUNT

b. MySQL
Server= DATABASE_SERVER_NAME; Port=3306 ;Database=
DATABASE_NAME;Uid= APPLICATION_ACCOUNT;Pwd=

PASSWORD_FOR_ACCOUNT,;

c. PostGreSql
Server= DATABASE_SERVER_ NAME;Port=5433;Database=
DATABASE_NAME;User |d= APPLICATION_ACCOUNT;Password=

PASSWORD_FOR_ACCOUNT;

Below is an example of connection string for SQL Server after removing the
sections marked in yellow.

Data Source=SQLServer;Initial Catalog=EWAV;Persist Security
Info=True;User ID=ewav_appuser;Password=P@ssWO0rD

14.Use the encryption utility to encrypt the values of the
MetaDataConnectionString created in the step above using the encryption keys
generated above. The encryption keys should still be available in the utility if
you have not closed it. In case you have closed the utility, refer to EWAV
Encryption Utility document on how to retrieve the keys.

|_|:| . [ |

&/ Ewav Encryption Utility

Free Text | Data Source=50QLServerdnitial Catalog=EWAV:Persist Security Info=TrueUser ID=ewav_appus | E || D |

Cutput

Mmdzml WEVEch%6gndRcTW+bIDdsPeQUfcROs2dpVa /GUEDsJeUiIPZ4+fuddqUbZ frOtUEn7x03Gpd0VrRPgFj k2

(7]
=

<

A
[t]
=

W
l

Load ||—|
(=l | Create new keys

Figure 44: Encrypting connection string using EWAV Encryption utility for forms authentication application

15.EWAV uses the Microsoft Bing Maps APl in its Case Cluster Map gadget. You
must create a unique key for your web server on Microsoft’'s Bing Maps portal
page here: http://www.bingmapsportal.com/. A Microsoft account is required
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to use the portal page. If you do not have a Microsoft account you will be
prompted to register for one.

Once you have created a key for the Bing Maps API the web.config must be
updated with this entry:

<add key="KeyForBingMaps'" value=""(Your key goes here)" />
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3.4.2.3  Starting the System
To start the system, perform following steps:

1.

2.

8.
9.

Navigate to system’s URL: http://[<SERVER_NAME>/EWAV/Ewav.aspx
Click on Forgot password (only for Forms authentication application)

Enter the email address which was given during the time of running the initial
scripts on the database (only for Forms authentication application)

An email will be sent out with temporary password (only for Forms
authentication application)

Log in using the temporary password and reset your password (only for Forms
authentication application)

Navigate to Admin tab.
Create organization if needed.
Create Users/Admins on the current organization.

Create at least one data source.

10. Navigate back to dashboard screen.

11.Set a data source.

12. Start adding gadgets.
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APPENDIX A: REFERENCES

The following table summarizes the documents referenced in this document.

Document Name | Description Location
and Version
EWAV Admin This document describes the | /Ewav/Documents

Help Epi Info™ Web Analytics &
Visualization tool.
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