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1 INTRODUCTION

1.1 PURPOSE

The purpose of this document is to provide an overview of the key functionalities of
the Epi Info™ Web Analytics and Visualization (EWAV) Encryption Utility. This
document goes hand in hand with the EWAV deployment document. The
configuration of EWAV on the web server cannot be completed without this
document.

1.2 AUDIENCE

The audience for this document is an Administrator, a Manager or a person
responsible for managing the EWAV system.

2 WORFLOW 1 - CREATE KEYS FOR A NEW INSTALLATION

Step 1 — Click the “create new keys” button in EWAV Encryption Utility
( %/ Ewav Encryption Utility | = | = —Eh‘

Free Text

Cutput

Passphrase

sdaltvalue

Create new kays

Step 2 - The keys and entries for web.config are generated and displayed in
Output textbox.
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-

[ Ewav Encryption Utility =NACNL X

SaltKey
e Free Text | E D
sLFoRFyKLCTAShjwjOMNAXifzYtkQ

Cutput
Passphrase

<!—— Encryption keys ——>
atKjwl1YhPv347161Q8aEophUSr <!-— Created 1/17/2014 1:27 PM by agniheotrisdl --»

<!-- GUID: Z23F0R40D-30EZ-45BE-B491-%%6317ERA9163 —->»
ot Vae <!-- WARNING: -->
altValue <!—-— Once users, datasources or connection strings have been added to the database these

<!—— If these keys are modified all existing encrypted data will be invalid. -->
LwKTr/KYSILBwtIDVIvrOGzwXx1f <!-- WARNING: -->
Vector y

yForConnectionStringSalt™ value="LwKIr/KY9ILBwtIDVIvrO8zwExlf101FiUMgwTtid2l

Z5AIQtsTabhFewk/ <add key="HEeyForConnecticnStringVector" value="25ATQts7achFewK/" i

<add kev="MetaDataConnectionString” walue="rZf5zuM3iMim36TWaCortODo6ofMIIMVTIIwriOvCE0itd

Load i .
[11 | Results copied to clipboard
Create new kays

Step 3 — Copy the newly created section to the application’s web.config file by
clicking on the Copybutton located in the lower left corner of the dialog box .

[ Ewav Encryption Utility = &

SaltKey Free Text E] @

sLFoRFyKLCTA%hjwjON4XifzYtkQ

Cutput
Passphrase
<!—— Encryption keys ——»
atkjwl1YhPva 61Q8aEophUSm <l C:Eatednlfl?,-’Zl’Jlénl:Z? EM by agnihotris-:l'_ -
<!—— GUID: Z23F0R40D-30EZ-45BE-B491-9%96317ER9163 —->
el <!-- WARNING: -->
SaltValue <!-- Once users, datasources or connection strings have been added to the database these
<!== If these keys are modified all existing encrypted date will be invalid. -->
LwKTr/KYSILBwtDVIvrO9zwXx 1f <!-- WARNING: -->
- <add key="HeyForUserPasswordSalt™ walue="sLFoRFyKLCT4%hjwi 0N4Xifz¥rkQrDdECIgbuGRuGRRegQyY
Vector <add key="KeyForConnectionStringPassphrase” valus="atKjwllYhFv94716103aEophUSmZmz+SVEMzD
<add key="KeyForConnecticnStringSzalt"” walue="LwKIr/KYSILBwtIDVIvEO9zwExl1f101FiUMgwTtid2Ls
Z5AIQtsT7abhFewk/ <add key="KevyForConnecticnStringVector™ wvalue="Z5AI0ts7athFewH/" i
<add kev="MetaDataConnectionString” walue="rZfSzuM3iMim96TWalortODo6ofMI3MVTIDwriOvCE0dtd
Load

[ry | JResults eopied to dlipboard

Create new keys

Step 4 — Update the Encryption Keys section of the web.config file with the copied
text.

3 WORKFLOW 2 - LOAD KEYS FROM EXISTING WEB.CONFIG

Step 1 — Click the “Load” button
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(@ Ewav Encryption Uil - (=] )
& Ewav Encryption Utility  » Ml. &J
Saltkey Free Text
Cutput
Passphrase
SaltValue
Vector
U
Load |
o) Create new keys
Step 2 — Browse to an existing Ewav web.config file. This should be the location of
EWAYV on the web server at “inetpub\wwwroot\Ewav”
@ Ewav Encryption ULility _ Ol x|
= | | |
_ - I_ E D
T " N -
1PTIh \ )1\ ) | . = Compuker + OS(C:) + inetpub = wwwroot ~ EWAY - - ml Search EWAY O]
Fasspl Organize v Mew folder =~ 0 @
I;'Ez?w . Mame “ Date modified | Type Size | |
W F
saltys = | Assemblies 1/14/2014 1:35 PM File Falder
. . bin 1/14/2014 1:35 PM File Folder
I'Em"' B | ClientBin 1/14/2014 1:35PM File Folder
Vecto) = | DatabaseScripts 1/14/2014 1,35 PM File Folder
Goup: . EpiDashboard 1/14/2014 1:35 PM File: Folder
. =3 Web,config 12/18/2013 4:31 PM *¥ML Configuration File 10KE
Lo I‘;
= s |
€y
L]
L]
i
i
File name: |4/eb, config j IWeb.conﬁg confiles {config) (*j
Qpen I Cancel |

4

Step 3 — Click “Open”. The EWAYV Encryption Utility will read the existing keys
and populate the SaltKey, Passphrase, SaltValue and Vector text box which are
disabled.
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g Ewav Encrypticn Utility g |:|. B |-
- &
Saltkey Free Text El

1PDhCFETTY/ciQni/FHYOLHT g +

Cutput
Passphrase
JEz9wopRFHMNxBR7OQSgmrOYeE

SaltValue

IBmilehgzE/9eGIWATVrMxCQPY

Vector

By
E Create new keys

4 WORFLOW 3 - AD-HOC DECRYPT

This functionality can be used to decrypt the connection string in the web.config
file in case the application is not able to connect to the database. After decryption
the connection string can be inspected and updated as needed to resolve
database connection problem.

Step 1 — Follow steps of workflow 2

Step 2 — Paste a string that was encrypted with the loaded keys into the “Free text”
text box

&/ Ewav Encryption Utility

o | B S

SaltKey
i Free Text iFSAgFi.f'PFTMq_ISIUoGE-un?pZUFUooS\n"I’tGM8+hinztISID‘r"‘r’pCcBRQt\-.'UsACEFkhsORqNRthA3| E| o} |

1PDhCFE7TY/ciQni/FHYOLHT g+

Cutput
Passphrase
JEz9wopRFHNxBR7OQSgmrOYet
SaltValue
BmilehgzE/FeGIWdTViMxCQPY
Vector
Goup33hyUXSguTj+

load |
I.'||

Create new keys

Step 3 — Click the “D” button
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.

@ Ewav Encryption Utility = | O S

SaltKey
i Free Text if5AgFi/PFTMg/SIUcGBun? pZOFUooSVTIGME+ hilyztlSIDYYpCcBROtwUsACEFkhsO RqNRthA3| E | @

1PDhCFETTY/ciQni/FHYOLHT g +
Cutput

Passphrase

JEz9wopRFHMNxBR7OQSgmrOYeE

SaltValue
IBmilehgzE/9eGIWATVrMxCQPY
Vector

Goup33hyUX5guTj+

= (=)
= Create new keys

Step 4 — Use the Decrypted string provided in output textbox to debug the issues if
any encountered during the application configuration

&% Ewav Encryption Utility

=B &

SaltKey
i Free Text ifSAgFi/PFTMa/SIUoGBun? pZOFUooSVTiGMB+ hilyztlSIDYYpCcBRAtwUsACEFkhsORgMRAtAAS E| o} |

1PDhCFE7TY/ciQni/FHYOLHT g+

Cutput
Passphrase
Data Source=50LServer;Initial Catalog=EWAV:;Persist Security Info=True;User ID=ewav_appus
JEz9wopRFHNxBR7OQSgmrOYet
SaltValue
BmilehgzE/FeGIWdTViMxCQPY
Vector
Goup33hyUX5guTj+

Create new keys

5 WORKFLOW 4 — AD-HOC ENCRYPT

This functionality is to be used to encrypt the connection string for the database
type applicable to your organization. Once encrypted update the sample encrypted
connection string provided in the web.config file for the database type that is
relevant for your deployment.

Step 1 — Follow steps of workflow 2

Step 2 — Paste an unencrypted string into the “Free text” text box
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.

[ Ewav Encryption Utility =HACAL X

SaltKey
i Free Text  Injtial Catalog=EWAVPersist Security Info=True:User ID=ewav_appuser-Password=P@ssWOrD E D

1PDhCFETTY/ciQni/FHYOLHT g +
Cutput

Passphrase
JEz9wopRFHMNxBR7OQSgmrOYeE
SaltValue

IBmilehgzE/9eGIWATVrMxCQPY

Vector

= (=)
= Create new keys

Step 3 — Click the “E” button

[ Ewav Encryption Utility

SaltKey
! Free Text  Injtial Catalog=EWAV:Persist Security Info=True:User ID=ewav_appuser:Password=P@ssW0rD D

1PDhCFETTY/ciQni/FHYOLHT g +
Cutput

Passphrase
JEz9opRFHNxBR70QSgmrYet
SaltValue

BmilehgzE/9eGIWdTViMxCQPY

Vector

| +
w Create new keys

Step 4 — Use the Encrypted string provided in output textbox to update the
relevant connection string for your database type section in the web.config file.
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-

[ Ewav Encryption Utility

= | B i

SaltKey

1PDhCFETTY/ciQni/FHYOLHT g +
Cutput

Passphrase

JEz9wopRFHMNxBR7OQSgmrOYeE

SaltValue

IBmilehgzE/9eGIWATVrMxCQPY

Vector

G6up33hyUXSquTj+

load |

FreeText | pata Source=5QLServer]Initial Catalog=EWAV:Persist Security Info=True;User ID=ewav_appus: E | D |

Mmdzml WEVech%6gndReTW+bJDdsPeQUfcRO52dpVa /GUEDsJeUiIP24+fudlqUb 2 fr0tUEn7x 03Gpd0VrRPgFj k2

Create new kays
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